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CB3001
MALWARE ANALYSIS
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UNIT I
INTRODUCTIONAND BASIC ANALYSIS

Goals of Malware Analysis, AV Scanning, Hashing, Finding Strings, Packing and
Obfuscation, PE file format, Static, Linked Libraries and Functions, Static
Analysis tools, Virtual Machines and their usage in malware analysis,
Sandboxing, Basic dynamic analysis, Malware execution, Process Monitoring,
Viewing processes, Registry snapshots.

Q.NO Question CO BTL Marks
PART A
1. Define malware analysis. 1 1 2
2. What are the primary goals of malware analysis? 1 1 2
List the different types of malware analysis. And advantages 1 1 2
of static analysis.
4. Define sandboxing in malware analysis. 1 1 2
5. What is antivirus (AV) scanning? 1 1 2
6. Define obfuscation in malware. 1 1 2
7. What is the PE file format? 1 1 2
8. How are virtual machines helpful in malware analysis? 1 1 2
PART B
1 (i) Explain the importance of malware analysis and the steps 1 4 8
involved in static analysis.
(i)Explain how IDA Pro is used for function analysis and 1 4 8
graphing in malware analysis.
2 (i) Compare static analysis and dynamic analysis. What are 1 4 8
the advantages and limitations of each?
(i)Explain about goals of malware analysis. 1 4 8
3 Explain the process of packing and obfuscation. How do 1 2 16
they hinder malware analysis?
4 Explain the use of virtual machines and sandboxing in 1 4 16

dynamic malware analysis.
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UNIT I
ADVANCED STATIC ANALYSIS

The Stack, Conditionals, Branching, Rep Instructions, Disassembly, Global and local
variables, Arithmetic operations, Loops, Function Call Conventions, C Main Method and
Offsets. Portable Executable File Format, The PE File Headers and Sections, IDA Pro,
Function analysis, Graphing, The Structure of a Virtual Machine, Analyzing Windows
programs, Anti-static analysis techniques, obfuscation, packing, metamorphism,
polymorphism.

Q.NO Question CO BTL Marks
PART A
1. Define the role of the stack in program execution. 2 1 2
2. What are conditionals in programming? Give examples. 2 1 2
3. What is the significance of REP instructions in assembly? 2 1 2
4. What is the role of arithmetic operations in malware 2 1 2
analysis?
5. How are loops analyzed during static analysis? 2 1 2
6.  What are function call conventions? 2 1 2
7. Define polymorphism and how it complicates static analysis 2 1 2
8. Differentiate between global and local variables. 2 2 2
PART B
1  (i)Describe the Portable Executable (PE) file format and 2 4 8
analyze its headers and sections in detail.
(ii)Discuss the challenges posed by anti-static analysis 2 4 8
techniques.
2  (i)Explain the stack's structure and its role in advanced static 2 4 8
analysis with an example.
(i)Explain about obfuscation, packing. 2 4 8
3 Explain how IDA Pro is used for function analysis and 2 4 16
graphing in malware analysis.
4  Compare and contrast metamorphism and polymorphism in 2 2 16

malware and their impact on static analysis.
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UNIT 111
ADVANCED DYNAMIC ANALYSIS

Live malware analysis, dead malware analysis, analyzing traces of malware, system calls,
api calls, registries, network activities. Anti-dynamic analysis techniques, VM detection
techniques, Evasion techniques, , Malware Sandbox, Monitoring with Process Monitor,
Packet Sniffing with Wireshark, Kernel vs. User-Mode Debugging, OllyDbg, Breakpoints,
Tracing, Exception Handling, Patching.

Q.No

Question
PART A
What is live and dead malware analysis?
Differentiate between system calls and API calls.
Mention two common network activities analyzed in malware

behavior
Define anti-dynamic analysis techniques

What are VM detection techniques in malware?

Differentiate between kernel-mode and user-mode
debugging.
What is the function of OllyDbg in dynamic analysis?

Define breakpoints and their use in debugging.
PART B

(1) Describe how Process Monitor and Wireshark are used to
monitor malware activities and analyze network traffic.

(ii) Compare live malware analysis and dead malware analysis.

(i) Explain the various anti-dynamic analysis techniques and
evasion methods used by malware.

(i)Explain the scenario of live malware analysis.

Explain kernel-mode debugging vs. user-mode debugging
with examples of their applications in malware analysis.

Explain how OllyDbg can be used for dynamic analysis,
including breakpoints, tracing, and patching.

CO BTL Marks

3 1 2
3 2 2
3 1 2
3 1 2
3 1 2
3 2 2
3 4 8
8
3 4
3 4 8
3 4 8
3 4 16
3 4 16
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UNIT IV
MALWARE FUNCTIONALITY

Downloaders and Launchers, Backdoors, Credential Stealers, Persistence
Mechanisms, Handles, Mutexes, Privilege Escalation, Covert malware launching-
Launchers, Process Injection, Process Replacement, Hook Injection, Detours,
APC injection.

Q.NO Question CO BTL Marks
PART A
1. What is the purpose of backdoors in malware functionality? 4 1 2
2. What are credential stealers? Provide an example. 4 1 2
3. What are handles in malware analysis? 4 1 2
4. What is privilege escalation in malware? 4 1 2
5. Differentiate between covert malware launching and overt 4 2 2
launching.
6. What is process injection? 4 1 2
7. Define process replacement in malware techniques. 4 1 2
8. Define Wireless Security. 4 1 2
PART B
1. (1) Discuss the functionality of downloaders and backdoorsin 4 4 8
malware attacks with examples.
4 4 8
(ii)Describe the different techniques of covert malware
launching. including .
2. (1) Explain various persistence mechanisms used by malware 4 4 8
to maintain access to a system.
(i) Explain about process injection and hook injection. 4 4 8
3. Compare and contrast process replacement, detours, and APC 4 2 16
injection in malware functionality.
4. Explain privilege escalation and its importance in the lifecycle 4 4 16

of a malware attack.
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UNIT V
MALWARE ANALYSIS

Android Malware Analysis: Android architecture, App development cycle,
APKTool, APKInspector, Dex2Jar, JD-GUI, Static and Dynamic Analysis, Case
studies.

Q.No Question CO BTL Marks
PART A
1. Define the app development cycle in Android. 5 1 2
2. What is the role of APKTool in Android malware analysis? 5 1 2
3. Explain the function of APK Inspector. 5 2 2
4, What is Dex2Jar, and how is it used in malware analysis? 5 1 2
5. Define JD-GUI and its role in analyzing Android apps. 5 1 2
6.  What is the structure of an APK file? 5 1 2
7. How is dynamic analysis performed on Android malware? 5 1 2
8. What is the role of emulators in Android malware analysis? 5 1 2
PART B
1. (1) Explain the architecture of Android and how its components 5 4 8
can be exploited by malware.
(i) Explain the app development cycle and identify 5 4 8
vulnerabilities that can be exploited by Android malware.
2. (1) Compare the functionalities of APKTool, APKInspector. 5 2 8
(i) Explain JD-GUI in Android malware analysis. 5 4 8
3. Explain the steps involved in performing static and dynamic 5 4 16
analysis on an Android malware sample.
4. Present a detailed study of an Android malware, explaining its 5 6 16

behavior, analysis techniques, and mitigation
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CB3601
CYBER FORENSICS
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UNIT -I
INTRODUCTION TO CYBER CRIME AND FORENSICS

Introduction to Traditional Computer Crime, Traditional problems associated with
Computer Crime. Role of ECD and ICT in Cybercrime - Classification of Cyber Crime.
The Present and future of Cybercrime - Cyber Forensics -Steps in Forensic Investigation
- Forensic Examination Process - Types of CF techniques - Forensic duplication and
investigation - Forensics Technology and Systems - Understanding Computer
Investigation — Data Acquisition

Q.No Question CO BTL Marks
PART A

1.  What are traditional computer crimes, and how do they differ from 1 1 2
other forms of crime?

2. What is the role of the Electronic Crime Division (ECD) in 1 1 2
combating cyber crime?
What are the main classifications of cyber crime? 1 1 2
Summarize how do cyber criminals exploit new technologies such 1 2 2
as Al and machine learning.

5. What is cyber forensics, and how does it help in the investigation 1 1 2
of cyber crimes?

6.  State the essential steps in conducting a forensic investigation for 1 1 2
cybercrime.

7. List the common methods used in forensic examinations of digital 1 1 2
devices.

8.  What is the significance of data acquisition in cybercrime 1 1 2

investigations?
PART B

1. Explain what are the major challenges in investigating traditional 1 4 16
computer crime.
2. (i)Explain some examples of cyber crimes that involve computers 1 4 8
as tools for committing crimes.
(i))What are the key characteristics of cyber crimes involving the 1 4 8
Internet of Things (10T)?
3. Explain some of the most significant current trends in cybercrime 1 2 16
and explain how do cyber criminals exploit new technologies such
as Al and machine learning.
4. 1 2 16

Discuss some essential steps in conducting a forensic investigation
for cybercrime explain in detail.
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UNIT 1l
EVIDENCE COLLECTION AND FORENSICS TOOLS

Processing Crime and Incident Scenes — Digital Evidence - Sources of Evidence -Working
with File Systems. - Registry - Artifacts - Current Computer Forensics Tools: Software/
Hardware Tools - Forensic Suite - Acquisition and Seizure of Evidence from Computers and
Mobile Devices - Chain of Custody- Forensic Tools

Q.No Question CO BTL Marks
PART A

1.  Why is metadata considered an essential source of evidence in 2 1 2
digital forensics?

2. Mention the challenges associated with examining encrypted or 2 1 2
password-protected files during a forensic investigation.

3. What are some of the most popular software tools used in 2 1 2
computer forensics, and what are their primary functions?

4.  What are the pros and cons of using hardware tools versus 2 1 2
software tools in different forensic scenarios?

5.  Explainrole of FTK (Forensic Toolkit) play in forensic 2 2 2
investigations, and how does it differ from other software tools.

6.  Differentiate software and hardware tools used in cyber forensics. 2 2 2

7. What is the role of a forensic suite in managing and organizing 2 1 2

large amounts of digital evidence?

8.  Why is the chain of custody crucial in digital forensics, and howis 2 1 2
it maintained?

PART B

1.  Explain the primary challenges investigators face when processing 2 4 16
a digital crime scene in detail.

o (i)Analyse about forensic suite, and how does it integrate 2 4 8
different tools for comprehensive forensic investigations.

(i))What is the role of a forensic suite in managing and organizing 2 4 8
large amounts of digital evidence?

3. Discuss what are the best practices for acquiring digital evidence 2 4 16
from computers and mobile devices and explain how can
investigators ensure that data is not altered or corrupted when
acquiring evidence from a device.

4. Explain about the development of new forensic tools impact the 2 4 16
ability to investigate modern cyber crimes and What are the
limitations of forensic tools.
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UNIT - 1

ANALYSIS AND VALIDATION
Validating Forensics Data — Data Hiding Techniques — Performing Remote Acquisition —
Network Forensics — Email Investigations — Cell Phone and Mobile Devices Forensics -
Analysis of Digital Evidence - Admissibility of Evidence - Cyber Laws in India - Case
Studies

Q.No Question CO BTL Marks
PART A

1. What methods are used to validate the integrity of digital 3 1 2
evidence?

2. What are the common data hiding techniques used by 3 1 2
cybercriminals to conceal digital evidence?

3. What challenges do forensic investigators face when acquiring 3 1 2
evidence remotely from a device or network?

4. What is network forensics, and how does it contribute to 3 2 2
cybercrime investigations?

5. What role does email header analysis play in determining the 3 1 2

authenticity of an email?

6.  What types of data can be recovered from mobile devices during 3 1 2
a forensic investigation?

7. What role does timeline analysis play in understanding the 3 1 2
sequence of events during a forensic investigation?

8.  What are the key provisions of cyber laws in India that relate to 3 1 2
digital forensics?

PART B

1.  Explain the methods are used to validate the integrity of digital 3 4 16
evidence in detail.

Explain the following

2. (i)common data hiding techniques used by cyber criminals. 3 4 8
(email investigations help uncover evidence of cybercrime or 3 4 8
fraud.

3.  Discuss what tools are used to acquire and 3 4 16

analyze data from mobile devices in forensic
investigations?

4.  Explain a real-life case study where digital forensics played a 3 4 16
crucial role in solving a cybercrime in detail.
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UNIT IV

ETHICAL HACKING
Introduction to Ethical Hacking - Footprinting and Reconnaissance - Scanning Networks -
Enumeration - System Hacking - Malware Threats — Sniffing — Email Tracking

Q.No Question CO BTL Marks
PART A
1. What is ethical hacking, and how does it differ from unethical 4 1 2

hacking or cybercrime?

2. What is footprinting in ethical hacking, and why is it importantin 4 1 2
the reconnaissance phase?

3. What are the different types of network scanning techniquesused 4 1 2
to discover live systems and open ports?

4.  What are some common tools used for enumeration, such as 4 2 2
Netcat or enum4linux?

5. What is system hacking, and how does it fit into the overall 4 1 2

process of ethical hacking?
6.  What are the different types of malware and how do they function? 4 1 2

7. What types of sensitive information can be captured during a 4 2 2
sniffing attack?
8.  What are the various tools available for tracking emails, suchas IP 4 1 2

tracking or email header analysis?

PART B
1. What are the primary goals of ethical hacking in the context of 4 4 16
cyber security and What are the key principles and responsibilities
of an ethical hacker?
2. Explain the main methods that ethical hackers use to gain 4 4 16
unauthorized access to a system in detail.
3. What is sniffing in the context of network security, and how does 4 4 16
it pose a threat to the confidentiality of data?
4.  Explain how can organizations protect themselves from malicious 4 4 16

email tracking and spoofing techniques
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UNIT V
ETHICAL HACKING IN WEB

Social Engineering - Denial of Service - Session Hijacking - Hacking Web servers - Hacking
Web Applications — SQL Injection - Hacking Wireless Networks - Hacking Mobile Platforms

Q.No Question CO BTL Marks
PART A
1.  What are the most common types of social engineering attacks? 5 1 2

ol
[EY
N

2. What are some strategies organizations can use to mitigate the risk
of DoS and DDoS attacks?

3. What is the role of Secure Sockets Layer (SSL) and HTTPS in 5 1 2
preventing session hijacking?

4.  Does attacker exploit unpatched software or misconfigured 5 2 2
permissions on a web server to gain control?Explain how.

5. What are the common vulnerabilities found in web applications 5 1 2
that hackers exploit?

What are the types of SQL injection?

Outline the risks of using public Wi-Fi networks, and how can
individuals protect their data when using them?

8.  What are some common mobile app vulnerabilities, such as 5 1 2
insecure data storage or insecure communication, that ethical
hackers look for?

PART B

(i)Examine how do attackers use social engineering to manipulate 5 4 8
individuals into revealing sensitive information.

=

(ii)S_impIi_fy warning signs of a social engineering attack, and how g5 4 8
can individuals protect themselves?

2. Distinguish the difference between a DoS attack and a Distributed 5 4 16
Denial of Service (DDoS) attack.

Explain how does input validation failure contribute to web

3 application vulnerabilities like SQL injection and cross-site > 5 16
scripting (XSS)?

4.  (i)Explain in detail about the techniques used to prevent SQL 5 5 8
injection, such as prepared statements or input sanitization
(i))Explain how ethical hackers can use SQL injection testing 5 4 8

tools to assess web application security
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CB3602
NETWORK SECURITY
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UNIT I
FUNDAMENDALS OF NETWORKING SECURITY

Overview of networking security- Security Services -Confidentiality, Authentication,
Integrity, Nonrepudiation, access Control - Availability and Mechanisms- Security Attacks
-Interruption, Interception, Modification and Fabrication.

Q.No Question CO BTL Marks

PART A

1. What is network security? 1 1 2

2. List the core security services in network security. 1 1 2

3. Define confidentiality in network security. 1 1 2

4. What is authentication in network security? 1 1 2

5. Explain what fabrication means in network security attacks. 1 2 2

6. Name one mechanism used to ensure data confidentiality. 1 1 2

7. What is the role of a firewall in network security? 1 1 2

8. How does a VPN enhance network security? 1 1 2
PART B

1.  Analyze the various security services in network security, 1 2 16

explaining their significance and how they contribute to a
secure network environment.
2. Explain the key network security attacks, such as 1 4 16
interruption, interception, modification, and fabrication, and
provide examples of each.
3. Describe the core security services—confidentiality, 1 4 16
authentication, integrity, nonrepudiation, access control, and
availability. Explain how each service contributes to
network security and provide practical examples of how they
are implemented.
4. Explain the importance of availability in network security 1 4 16
and discuss the mechanisms used to ensure network
availability. Provide examples of attacks that compromise
availability and how they can be mitigated.
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UNIT I
AUTHENTICATION AND SECURITY

Authentication overview - Authentication protocols - Authentication and key establishment
- key exchange - mediated key exchange - User Authentication —password-based
authentication - password security - Certificate Authority and key management - digital
signatures - digital Certificates.

Q.No Question CO BTL Marks

PART A
What is authentication in the context of network security?
Define authentication protocols.
What is key exchange in network security?
Explain the concept of mediated key exchange.
What is user authentication?
What are the main types of password-based authentication?

How is password security maintained in authentication?

L N o o ~ w D o
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What is the role of a Certificate Authority (CA) in key
management?

PART B

1. Explain the process of authentication and its importance in 2 4 16
network security. Discuss various authentication protocols
and their use cases.

2. Describe the key establishment and key exchange processes 2 4 16
in cryptography. What are the differences between
symmetric key exchange and mediated key exchange?

3. Explain user authentication in detail. Explain the advantages 2 4 16
and challenges of password-based authentication and how
password security can be improved.

4. Explain digital signatures and digital certificates. Discuss 2 4 16
their role in ensuring security and trust in digital
communications.

UNITED INSTITUTE OF TECHNOLOGY -



UNIT 111
PUBLIC-KEY CRYPTOGRAPHY AND MESSAGE AUTHENTICATION

Basics of cryptography -cryptographic hash functions - symmetric and public-key
encryption - public key cryptography principles & algorithms - cipher block modes of
operation - Secure Hash Functions — HMAC

Q.No Question CO BTL Marks
PART A

1. What is cryptography, and why is it important in network 3 1 2
security?

2. Define cryptographic hash functions. 3 1 2

3. What is the difference between symmetric and public-key 3 1 2
encryption?

4.  What are the basic principles of public-key cryptography? 3 1 2

5. Name two public-key cryptography algorithms. 3 1 2

6. Explain the concept of cipher block modes of operation. 3 2 2

7. What is the role of a secure hash function in cryptography? 3 1 2

8.  What is HMAC (Hashed Message Authentication Code)? 3 1 2

PART B

1. Explain the basics of cryptography, including symmetricand 3 4 16
public-key encryption. Explain how both encryption
methods are used to secure data.

2. Explain the principles of public-key cryptography and 3 4 16
describe two widely used algorithms (e.g., RSA, ECC). How
do these algorithms ensure secure communication?

3. Describe the different cipher block modes of operation used 3 4 16
in symmetric encryption. Explain their significance in
securing data.

4. Explain secure hash functions and HMAC. Discuss their 3 4 16
importance in ensuring message integrity and authentication
in cryptographic systems
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UNIT IV
SECURITY ATTACKS

Buffer overflow attacks & format string vulnerabilities - Denial-of-Service Attacks -
Hijacking attacks : exploits and defenses - Internet worms — viruses — spyware —phishing —
botnets - TCP session hijacking - ARP attacks - route table modification - UDP hijacking -
man-in-the-middle attacks.

Q.No Question CO BTL Marks
PART A

1.  What is a buffer overflow attack? 4 1 2

2.  How does a format string wvulnerability occur in 4 1 2
programming?

3. Define a Denial-of-Service (DoS) attack. 4 1 2

4.  What is a hijacking attack, and how does it impact network 4 1 2
security?

5. What is an ARP attack, and how does it impact network 4 1 2
communication?

6. Explain route table modification and its potential security 4 2 2
risks.

7. What is UDP hijacking, and how does it differ from TCP 4 1 2
hijacking?

8.  What is man-in-the-middle (MITM) attack and how it 4 1 2
compromises confidentiality?

PART B

1. Explain buffer overflow attacks and format string 4 2 16
vulnerabilities.

2. Describe Denial-of-Service (DoS) attacks and their impact 4 4 16

on network services.

3. Explain the different types of hijacking attacks, including 4 2 16
TCP session hijacking, ARP attacks, and UDP hijacking?

4. Briefly explain the various types of malware attacks suchas 4 2 16
Internet worms, viruses, spyware, phishing, and botnets?
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UNIT V
IP SECURITY AND WEB SECURITY

Network defense tools: Firewalls, VPNSs, Intrusion Detection, and filters - Email privacy:
Pretty Good Privacy (PGP) and S/MIME - Network security protocols in practice-
Introduction to Wireshark — SSL - IPsec, and IKE -DNS security- Secure Socket Layer
(SSL) and Transport Layer Security (TLS) - Secure Electronic Transaction (SET)

Q.No Question CO BTL Marks
PART A

1. What is the purpose of a firewall in network security? 5 1 2

2. What is a VPN (Virtual Private Network), and how does it 5 1 2
enhance security?

3. Define Intrusion Detection Systems (IDS) and explain their 5 1 2
role in network defense.

4.  What are filters in network security, and how do they 5 1 2
contribute to defense?

5. What is the difference between SSL and TLS (Transport 5 1 2
Layer Security)?

6. Define Secure Electronic Transaction (SET) and its 5 1 2
purpose in securing online payments.

7. What is the main benefit of using SSL/TLS in web 5 1 2
communication?

8.  What are the primary use cases for network security 5 1 2
protocols like IPsec and IKE?

PART B

1. Explain the different network defense tools such as 5 4 16
firewalls, VPNs, IDS, and filters.

2. Explain the concept of email privacy and the encryption 5 4 16
standards used, such as Pretty Good Privacy (PGP) and
S/MIME.

3. Describe the role and significance of network security 5 4 16

protocols such as SSL, TLS, IPsec, and IKE in protecting
communication over the internet.

4. Explain the importance of DNS security and how DNS- 5 4 16
related attacks are mitigated using security protocols.
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OAS351

Space Science
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UNIT I
INTRODUCTION

Introduction to space science and applications — historical development — Space
EnvironmentVacuum and its Effects, Plasma & Radiation Environments and their Effects, Debris
Environment and its Effects — Newton’s Law of gravitation — Fundamental Physical Principles.

PART - A
Q.NO QUESTION CoO BTL MARK
1. Write the applications of space physics 1 1 2
2 Explain the Space science instruments and technologies 1 2 2
3. Describe the future of space science 1 2 2
4. Write the early foundations of space science 1 1 2
5. What is space debris? 1 1 2
6. Explain the Effects of space debris 1 2 2
7. Explain the neuton’s law of gravitation 1 2 2
8. Implications of newton’s law of gravitation 1 3 2
PART - B
1. Explain the origin and evolution of the universe by big 1 4 16
bang and hubble expansion
2. Describe the role of cosmic microwave background in star 1 4 16
formation
3. Explain the features and importance of cosmic microwave 1 4 16
background radiation
4 Explain the difference between spiral, elliptical, and 1 4 16

irregular galaxies in terms of structure and star formation.
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UNIT 11
ORIGIN OF UNIVERSE

Early history of the universe — Big-Bang and Hubble expansion model of the universe — cosmic
microwave background radiation — dark matter and dark energy.

PART — A
Q.NO QUESTION CO BTL MARK
1. Explain any two theories in the early history of the universe 2 2 2
2 Explain the dark energy 2 2 2
3. Explain the importance of dark energy 2 2 2
4. Explain the characteristics of dark matter 2 2 2
5. Explain the characteristics of dark matter 2 2 2
6. What is the current leading theory for the origin of galaxies? 2 2 2
7. How do galaxy mergers influence the evolution of galaxies? 2 2 2
. , o . 2 2 2
8. Implications of Newton’s law of gravitation
PART - B
1. Explain the origin and evolution of the universe by big bang and hubble 2 4 16
expansion
2. Explain the features and importance of cosmic microwave background 2 4 16
radiation
3. How did galaxies form after the Big Bang, and what role did 2 4 16
gravity play in this process?
A What is a quasar, and why are they considered one of the most ) 4 16

energetic objects in the universe?
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UNIT I
GALAXIES

Galaxies, their evolution and origin — active galaxies and quasars — Galactic rotation — Stellar
populations — galactic magnetic field and cosmic rays.

PART - A
Q.NO QUESTION CO BTL MARK
1. What is the current leading theory for the origin of galaxies? 3 1 2
2 How do galaxy mergers influence the evolution of galaxies? 3 2 2
3. What is the significance of dark matter in the formation and evolution of 3 1 2
galaxies?
4. How do the central supermassive black holes in active galaxies influence 3 1 2
their behavior?
5. How does the age and metallicity of a star affect its classification into 3 1 2
Population I, I1, or 111?
6. What are cosmic rays, and how are they produced in galaxies? 3 1 2
7. How do cosmic rays interact with the interstellar medium, and what 3 1 2

impact do they have on galactic evolution?
PART - B

1. How did galaxies form after the Big Bang, and what role did gravity play 3 4 16
in this process? Explain the difference between spiral, elliptical, and
irregular galaxies in terms of structure and star formation.

2. What is a quasar, and why are they considered one of the most energetic 3 4 16
objects in the universe? What are some of the observational
characteristics of active galactic nuclei (AGN)?

3. What is a galactic rotation curve, and what does it tell us about the 3 2 16
distribution of mass in a galaxy?

4 What are the different types of stellar populations in galaxies, and how 3 2 16
are they classified?

UNIT IV
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Q.NO

STARS

Stellar spectra and structure — stellar evolution — Nucleo-synthesis and formation of elements -
Classification of stars — Harvard classification system — Hertsprung-Russel diagram —
Luminosity of star — variable stars — composite stars (white dwarfs, Neutron stars, black hole, star
clusters, supernova and binary stars) — Chandrasekhar limit.

PART - A
QUESTION CO BTL MARK

Explain the difference between the radiative and convective zones in a 4 2 2
star

What happens during the main sequence phase of a star's life? 4 1 2
What are the primary factors that classify stars into different types? 4 1 2
Explain the difference between main sequence stars, giants, and white 4 2 2
dwarfs.

How do neutron stars form, and what are their key characteristics? 4 1 2
How do neutron stars form, and what are their key characteristics? 4 1 2
Write the early foundations of space science 4 1 2
Explain the Newton’s law of gravitation 4 2 2

PART -B
What are the main layers of a star, and what role does each layer 4 2 16

play in the star's structure and energy production?

What is the role of nuclear fusion in a star’s lifecycle, and how 4 2 16
does it change as a star ages?

What is nucleosynthesis, and how does it relate to the formation of 4 2 16
elements in stars? How does a star's core produce heavier elements
through nuclear fusion?

How does the Chandrasekhar limit help explain the formation of 4 2 16
neutron stars and black holes?
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UNIT V
SOLAR SYSTEM

Nebular theory of formation of our Solar System — Solar wind and nuclear reaction as the source
of energy — Sun and Planets: Brief description about shape size — period of rotation about axis
and period of revolution — distance of planets from sun — Bode’s law — Kepler’s Laws of
planetary motion — Newton’s deductions from Kepler’s Laws — correction of Kepler’s third law —
determination of mass of earth — determination of mass of planets with respect to earth — Brief
description of Asteroids — Satellites and Comets

PART - A
Q.NO QUESTION CO BTL MARK
1. What is the solar wind? 5 1 2
2 What is Bode's law? 5 1 2
3. What is the relationship between Kepler's third law and Newton's law of 5 2 2
gravitation?
4. How can the mass of Earth be determined using gravitational methods? 5 2 2
5. What are the primary differences between natural satellites (moons) and 5 1 2
artificial satellites?
6. What is the difference between the Kuiper Belt and the Oort Cloud? 5 1 2
7. How do comets develop their characteristic tails, and what causes them 5 1 2

to form a coma when they approach the Sun?

8. What is the current leading theory for the origin of galaxies? 5 1 2
PART -B
1.  What is the nebular theory, and how does it explain the formation of the Solar 5 2 16
System?
2. How does nuclear fusion in the Sun's core produce energy, and what role does it 5 2 16

play in sustaining the Sun’s brightness and heat?

3. What are Kepler's three laws of planetary motion, and how do they describe the 5 2 16
movement of planets around the Sun?
5 4 16

4. Explain the fundamental physical principles in space
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INDUSTRIAL SAFTY
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UNIT I
SAFETY TERMINOLOGIES

Hazard-Types of Hazard- Risk-Hierarchy of Hazards Control Measures-Lead indicators - lag Indicators -
Flammability - Toxicity Time - weighted Average (TWA) - Threshold LimitValue ( TLV) - Short Term
Exposure Limit (STEL) - Immediately dangerous to life or health (IDLH) - acute and chronic Effects - Routes
of Chemical Entry - Personnel Protective Equipment - Health and Safety Policy - Material Safety Data Sheet
MSDS.

PART - A
Q.NO QUESTION CO BTL MARK
1. Define the term "hazard." 1 1 2
2 Differentiate between lead and lag indicators with an example for 1 2 2
each.
3. Distinguish between flammability and toxicity. 1 2 2
4, Define Time-Weighted Average 1 1 2
5. Differentiate between acute and chronic effects with examples. 1 2 2
6. Name the four primary routes of chemical entry into the body. 1 1 2
7. What is the purpose of a Health and Safety Policy? 1 2
8. How does an MSDS help in chemical safety management? 1 2 2
PART -B
1. Explain the types of Hazard in detail. 1 4 16
2. Analyze the effectiveness of the hierarchy of hazard control 1 4 16
measures in reducing risks in a manufacturing plant with toxic
fumes and rotating machinery.
3. Analyze how acute and chronic effects influence the choice of 1 4 16
safety measures in handling hazardous chemicals.
4. Servey the effectiveness of a health and safety policy in fostering 1 4 16

a culture of safety in an organization.
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UNIT I
STANDARDS AND REGULATIONS

Indian Factories Act-1948 - Health - Safety- Hazardous materials and Welfare - ISO 45001:2018 health and
safety (OH&S) - Occupational Safety and Health Audit 1S14489:1998 — Hazard ldentification and Risk
Analysis - code of practice IS 15656:2006

PART - A
Q.NO QUESTION CO BTL MARK
1. What is the primary objective of the Indian Factories Act, 19487 2 1 2
2 Name two health provisions under the Indian Factories Act, 2 1 2
1948.
3. What is the main objective of risk analysis? 2 1 2
4. List two examples of hazardous materials commonly found in 2 1 2
industries.
5. How does ISO 45001:2018 differ from traditional safety 2 1 2
practices?
6. What is IS 14489:1998 related to? 2 1 2
7. What is the role of HIRA in workplace safety? 2 1 2
8. How does IS 15656:2006 contribute to industrial safety? 2 1 2
PART - B
1. Explain the key provisions of the Indian Factories Act, 1948 2 4 16

relatedto health, safety, hazardous materials, and worker
welfare. How do these provisions ensure a safe working
environment?

2. Discuss the key principles of ISO 45001:2018 and its role in 2 4 16
occupational health and safety management. How does it help
organizations improve workplace safety?

3. What is the significance of IS 14489:1998 in occupational safety 2 4 16
audits? Describe the steps involved in conducting a workplace
safety audit as per this standard.

4. Explain a Hazard Identification and Risk Analysis (HIRA) 2 4 16
framework based on IS 15656:2006 for a manufacturing plant.
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UNIT I
SAFETY ACTIVITIES

Toolbox Talk- Role of safety Committee- Responsibilities of Safety Officers and Safety Representatives-
Safety Training and Safety Incentives- Mock Drills- On-site Emergency Action Plan Off-site Emergency
Action Plan- Safety poster and Display- Human Error Assessment.

PART A
Q.NO QUESTION C BTL MARK
O
1. What is the primary function of a safety committee? 3 1 2
2 What are two responsibilities of a safety officer in an 3 2 2
organization?
3. How does a safety representative contribute to workplace 3 2 2
safety?
4. Give two examples of safety incentives used to encourage 3 2 2
safe behavior
5. What is the purpose of conducting a mock drill? 3 2 2
6. What is the significance of safety posters in the workplace? 3 2 2
7. What is meant by human error in workplace safety? 3 2 2
8. Name two methods used to assess human error in industrial 3 2 2
settings
PART - B
1. Explain the structure and functions of a safety committee in 3 4 16
an organization. How does it contribute to workplace safety?
2. Discuss the importance of safety training programs in an 3 5 16
industrial setting. How do safety incentives encourage a
culture of safety?
3. Design a comprehensive emergency action plan for an 3 6 16

industrial plant, including both on-site and off-site measures.
What challenges might arise during implementation?

Analyze different types of human errors in the workplace. 3
4. How can organizations assess and minimize the risk of
human errors affecting safety?
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UNIT IV
WORKPLACE HEALTH AND SAFETY

Noise hazard- Particulate matter- musculoskeletal disorder improper sitting poster and lifting Ergonomics
RULE & REBA- Unsafe act & Unsafe Condition- Electrical Hazards- Crane Safety Toxic gas Release

PART - A
Q.NO QUESTION CcO BTL Marks
1. State how prolonged exposure to high noise levels can affect 4 1 2
human health.
2 Define particulate matter and give an example of its source. 4 1 2
3. Identify two ergonomics solutions to prevent musculoskeletal 4 3 2

disorders caused by improper lifting.

4, Compare RULE and REBA in terms of their application in 4 2 2
ergonomic risk assessment.

5. Differentiate between an unsafe act and an unsafe condition with 4 2 2
examples.

6. State two safety measures to prevent crane related accidents ona 4 1 2

construction site.

7. Why grounding and insulation are essential to prevent electrical 4 1 2
hazards in the workplace?

8 Name two toxic gases commonly released in industrial accidents 4 1 2
and their primary health effects.

PART B

1. Discuss the various types of electrical hazards in the workplace. 4 4 16
What precautions and safety measures should be taken to prevent
electrical accidents?

2. Illustrate how to apply REBA to identify and mitigate ergonomic 4 2 16
risk in various job tasks.

3. Explain the impact of improper sitting posture and incorrect lifting 4 4 16
techniques on musculoskeletal health. Suggest ergonomic solutions
to prevent such disorders.

4. What are the causes and consequences of toxic gas release in industries 4 4 16
incidents.
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UNIT V

HAZARD IDENTIFICATION TECHNIQUES

Job Safety Analysis-Preliminary Hazard Analysis-Failure mode and Effects Analysis- Hazard and
Operability- Fault Tree Analysis- Event Tree Analysis Qualitative and Quantitative Risk Assessment Checklist
Analysis- Root cause analysis- What-1f Analysis- and Hazard Identification and Risk Assessment

PART - A
Q.NO QUESTION CO BTL MARK

1. What is Job Safety Analysis (JSA), and why is it important? 5 1 2

2 Define Preliminary Hazard Analysis (PHA) and mention its 5 1 2
primary purpose.

3. List two key objectives of Failure Mode and Effects Analysis 5 1 2
(FMEA).

4. How does a Hazard and Operability Study (HAZOP) help in 5 1 2
process safety?

5. Differentiate between Fault Tree Analysis(FTA) and Event 5 2 2
Tree Analysis (ETA).

6. Explain the purpose of Qualitative and Quantitative Risk 5 2 2
Assessment in workplace safety

7. How does Checklist Analysis contribute to hazard 5 1 2
identification?

8. Give an example of how Root Cause Analysis(RCA) can be 5 1 2
used to prevent future accidents.

PART B

1. Describe the key principles of the Job Safety Analysis (JSA) 5 4 16
process..

2. Explain the importance of Failure Mode and Effects Analysis 5 4 16
(FMEA) in the context of risk management

3. Apply the principles of Hazard and Operability Study (HAZOP) 5 4 16
to analyze the potential risks involved ina chemical processing
plant.

4. Design a comprehensive risk management plan for a 5 4 16

construction project that involves multiple stakeholders and
complex processes
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CRYPTO CURRENCY AND BLOCKCHAIN TECHNOLOGY
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UNIT I
INTRODUCTION TO BLOCKCHAIN

Goals of Malware Analysis, AV Scanning, Hashing, Finding Strings, Packing and
Obfuscation, PE file format, Static, Linked Libraries and Functions, Static
Analysis tools, Virtual Machines and their usage in malware analysis,
Sandboxing, Basic dynamic analysis, Malware execution, Process Monitoring,
Viewing processes, Registry snapshots.

Q.NO Question CO BTL MARK
PART A
1. Define blockchain 1 1 2
2. What are the parts in the block structure? 1 1 2
3. Define nonce 1 1 2
4. What are the business benefits of blockchain? 1 1 2
5. What is a Genesis Block? 1 1 2
6.  What are the four key concepts behind Blockchain? 1 1 2
7. Define private and public blockchain 1 1 2
8. What is cryptography? 1 1 2
PART B
1  Explain the concept of public ledgers and their significance 1 4 16
in blockchain technology. How do public ledgers ensure
transparency and accountability in transactions?
2  Explain the cryptographic hash function and its role in 1 4 16

securing data in a blockchain. How does hashing contribute to
the immutability and integrity of a blockchain?
3 How do hash pointers enhance the security and efficiency ofa 1 4 16
blockchain network? Provide examples of how hash pointers
are used in real-world blockchain implementations.

4  Compare centralized, decentralized and distributed system 1 4 16
and Explain how blockchain technology achieves
decentralized security and trust with the cryptographic
primitives
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UNIT I
BITCOIN AND CRYPTOCURRENCY

The Stack, Conditionals, Branching, Rep Instructions, Disassembly, Global and local variables,
Arithmetic operations, Loops, Function Call Conventions, C Main Method and Offsets. Portable
Executable File Format, The PE File Headers and Sections, IDA Pro, Function analysis, Graphing,
The Structure of a Virtual Machine, Analyzing Windows programs, Anti-static analysis techniques,

obfuscation, packing, metamorphism, polymorphism.

Q.NO Question CO BTL MARK
PART A

What is Double spending?.

Explain FORTH — the precursor for Bitcoin scripting

What is Bitcoin scripts?

Define Block Mining

What are all the two way to mine Bitcoins?

What Is Block propagation?

What do you mean by Coinbase transaction?

What is Block Relay?
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PART B

1  Howto buy a bitcoin and perform transactions.Also expalin 2 4
how to determine the value of bitcoin.

-
D

2  Explain two sepertae incentive mechanism block reward, 2 4 16
transaction fee used in bitcoin.

3 Write note on blockchain forks.Expalin how the consistency 2 4 16
is maintained.

4 Define double spending in the context of cryptocurrency 2 4 16
transactions. How does the blockchain prevent double
spending, and what role do confirmations play in
transaction security?
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Live malware analysis, dead malware analysis, analyzing traces of malware, system calls,
api calls, registries, network activities. Anti-dynamic analysis techniques, VM detection
techniques, Evasion techniques, , Malware Sandbox, Monitoring with Process Monitor,
Packet Sniffing with Wireshark, Kernel vs. User-Mode Debugging, OllyDbg, Breakpoints,

UNIT 111
BITCOIN CONSENSUS

Tracing, Exception Handling, Patching.

Q.No
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Question
PART A

What is proof of work?
What is Hashcash in Bitcoin?

How does Bitcoin mining work?
What are the incentives for Bitcoin mining?

How is proof of stake different from proof of work?
What is Practical Byzantine Fault Tolerance?

What is an uncle block in Ethereum?
What is a mining pool in Bitcoin?
PART B
Explain Hashcash proof of work algorithm used in Bitcoin
mining. How is it resistant to denial of service attacks?

Explain how the difficulty adjustment process works in
Bitcoin mining. Why is it important to maintain the ~10
minute block time?

Compare and explain permissioned blockchains to public
ones in terms of access control, consensus mechanisms,
scalability and governance. Highlight key tradeoffs.

What is merged mining and what benefits does it provide?
Explain how merge mined chains can improve security.

CO BTL MARK
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UNIT IV
HYPERLEDGER FABRIC AND ETHEREUMBITCOIN CONSENSUS

Downloaders and Launchers, Backdoors, Credential Stealers, Persistence
Mechanisms, Handles, Mutexes, Privilege Escalation, Covert malware launching-
Launchers, Process Injection, Process Replacement, Hook Injection, Detours,
APC injection.

Q.NO Question CO BTL MARK
PART A
1. What is chaincode in Hyperledger Fabric? 4 1 2
2. What is a channel in Hyperledger Fabric? 4 1 2
3. How does endorsement work in Hyperledger Fabric? 4 1 2
4, What is Ethereum? 4 1 2
5. How are identities managed in Hyperledger Fabric? 4 1 2
6. What is the Mist browser used for? 4 1 2
7. What is wallet? Name any known wallet to hold ETH? 4 1 2
8. What is the Ethereum Virtual Machine (EVM)? 4 1 2
PART B
1. Explain the core components that make up the architecture 4 4 16
of Hyperledger Fabric. What roles do peers, orderers,
MSPs, and channels play?
2. Describe the process of transaction flow and endorsement in 4 4 16
a Hyperledger Fabric blockchain network. How does it differ
from other blockchains?
3. What consensus mechanisms can be used in Hyperledger 4 4 16
Fabric? Compare their tradeoffs in terms of scalability,
decentralization and fault tolerance.
4. Explain the various scalability solutions being explored by 4 2 16
Ethereum such as sharding, proof of stake, layer 2 networks
etc.
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UNIT V
BLOCKCHAIN APPLICATION

Android Malware Analysis: Android architecture, App development cycle,
APKTool, APKInspector, Dex2Jar, JD-GUI, Static and Dynamic Analysis, Case
studies.

Q.No Question CO BTL MARK

PART A

=
[N

What are smart contracts and how do they work?

N
N

How are blockchain applications utilized in supply chain
management?
What role does blockchain technology play in logistics?

How are smart cities utilizing blockchain technology?
What are smart contracts and how do they work?

I = = = =

What is Truffle and how is it used in blockchain development?
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What are some examples of blockchain applications in trade
finance?

8.  What is a case study of blockchain application in supply chain 2
management?

PART B
1. Briefly explain about the features of Truffle for application 5 4 16
development life cycle management.

2. Explain the process of designing and deploying a smart 5 4 16
contract using Truffle. Include the steps involved and the tools
provided by Truffle to facilitate smart contract development.

3. Explain how blockchain technology can enhance security and 5 4 16
trust in insurance processes. Discuss specific use cases where
blockchain is utilized to improve claims processing, fraud
detection, and customer experience in the insurance sector.

4. Categorize the potential applications of blockchain technology 5 4 16
in logistics and transportation. Provide examples of how
blockchain can improve transparency, reduce costs, and
streamline processes in the logistics industry.
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SECURITY AND PRIVACY IN CLOUD
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UNIT — 1
FUNDAMENTALS OF CLOUD SECURITY CONCEPTS

Overview of cloud security- Security Services - Confidentiality, Integrity, Authentication,
Non- repudiation, Access Control - Basic of cryptography - Conventional and public-key
cryptography, hash functions, authentication, and digital signatures.

PART - A
Q.NO QUESTIONS CO BTL MARK
L Define Cloud Security and its importance. 11 2
2 What are the key security services provided in Cloud Computing? 11 2
3. Explain the concept of confidentiality in cloud security. 1 2 2
4. What is meant by data integrity in Cloud security? 1 1 2
3. Discuss the concept of Nonrepudiation in Cloud security. 1 2 2
6. Define Access Control and its role in Cloud Security. 1 1 2
7. What is the basic principle of cryptography? 1 1 2
8. Differentiate between conventional and public-key cryptography. 1 2 2
PART - B
1. Explain the role of cryptography in ensuring cloud security. Discussthe 1 4 16
differences between conventional and public-key cryptography.
2. Discuss various security services such as Confidentiality, Integrity, 1 4 16
Authentication, Nonrepudiation, and Access Control in detail.
3. Describe how hash functions, authentication methods, and digital 1 4

signatures contribute to cloud security.

4. lllustrate the key components of cryptography and how they
secure communication in a cloud environment.
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UNIT I
SECURITY DESIGN AND ARCHITECTURE FOR CLOUD

Security design principles for Cloud Computing - Comprehensive
data protection - End-to-end access control - Common attack vectors and
threats - Network and Storage - Secure Isolation Strategies - Virtualization
strategies - Inter-tenant network segmentation strategies — Data Protection
strategies: Data retention, deletion and archiving procedures for tenant
data, Encryption, Data Redaction, Tokenization, Obfuscation, PKI and

Key
PART - A
Q.NO QUESTIONS CO BTL MARK
L What are the security design principles for Cloud Computing? 2 1 2
2 Explain the concept of comprehensive data protection in Cloud 2 1 2
security.
3. What is end-to-end access control, and why is it important in cloud 2 1 2
security?
4. Mention common attack vectors and threats in Cloud environments. 2 1 2
3. Recall virtualization strategies for securing Cloud resources. 2 1 2
6. What is secure isolation, and how does it protect cloud environments? 2 1 2
7. Explain inter-tenant network segmentation strategies. 2 2 2
8. Define data protection strategies such as encryption, data redaction, and 2 1 2
tokenization.
PART -B
1 Discuss the various security design principles for Cloud Computing. 2 2 16
How do these principles help in enhancing security?
2. Explain the strategies for securing data in the cloud, including data 2 4 16
retention, deletion, encryption, and tokenization.
3. Discuss the different virtualization strategies used for securing Cloud 2 2 16
environments.
4 Explain the significance of data protection techniques like 2 4 16

encryption, data redaction, and key management in Cloud security.
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UNIT I
ACCESS CONTROL AND IDENTITY MANAGEMENT
Access control requirements for Cloud infrastructure — User ldentification —

Authentication and Authorization — Roles-based Access Control — Multi-factor
authentication — Single Sign-on, Identity Federation — Identity providers and
service consumers — Storage and network access control options — OS
Hardening and minimization — Verified and measured boot — Intruder
Detection and prevention

PART - A

QUESTIONS
BTL MARK
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Define access control in Cloud infrastructure.

Explain the difference between authentication and authorization.
What is Role-Based Access Control (RBAC) in Cloud security?
What is Multi-Factor Authentication, and why is it important?
Define Single Sign-On (SSO) and its role in Cloud security.
What is identity federation in the context of Cloud security?

Discuss the concept of Identity Providers and Service Consumers.
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Explain OS hardening and its significance in Cloud security.

PART - B
1 Discuss the access control requirements for Cloud infrastructure. How
does RBAC and Multi-factor authentication contribute to cloud
security?

w
N

16

2. Explain the importance of Identity Management in Cloud security. 3 4 16
Describe the process of identity federation and its role in ensuring
secure access.

w
o

3. What are the best practices for securing storage and network access in 16

the cloud? How does OS hardening help in mitigating threats?

w
o

4 Explain the role of authentication, authorization, and access control in 16

managing user identities and privileges in Cloud environments.
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UNIT IV

CLOUD SECURITY DESIGN PATTERNS
introduction to Design Patterns, Cloud bursting, Geo-tagging, Secure Cloud

Interfaces, Cloud Resource Access Control, Secure On-Premise Internet
Access, Secure External Cloud

PART A

Q.NO QUESTIONS CO BTL MARK

1 Define design patterns in Cloud security. 4 1 2

2 What is Cloud bursting, and how does it affect security? 4 1 2

3 What is Geo-tagging, and how can it enhance security in the Cloud? 4 1 2

4 Explain the concept of secure Cloud interfaces. 4 2 2

5 What is Cloud resource access control? 4 1 2

6 How can on-premise Internet access be secured in a Cloud 4 1 2
environment?

7. Discuss secure external Cloud security measures. 4 2 2

8. How do design patterns influence Cloud security architecture? 4 1 2

PART -B

1. Explain the role of design patterns in securing Cloud infrastructure. 4 4 16
Provide examples such as Cloud bursting and Geo-tagging.

2. Discuss the concept of secure cloud interfaces and how they contribute 4 4 16
to overall Cloud security.

3. What are the security concerns associated with Cloud resource access 4 4 16
control? How can they be mitigated through design patterns?

4 Describe the importance of secure on-premise Internet access and 4 2 16

secure external Cloud interfaces in Cloud security.
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UNIT V
MONITORING, AUDITING AND MANAGEMENT
Proactive activity monitoring - Incident Response,

Monitoring for unauthorized access, malicious traffic,
abuse of system privileges - Events and alerts - Auditing
Record generation, Reporting and  Management,
Tamper-proofing audit logs, Quality of Services, Secure
Management, User management, Identity management,
Security Information and Event Management

PART - A
Q.NO QUESTIONS CO BTL MARK
1 What is proactive activity monitoring, and why is it important in Cloud 5 1 2
security?
2 Explain incident response in the context of Cloud security. 5 2 2
3. How do you monitor for unauthorized access and malicious traffic in 5 1 2
Cloud environments?
4. Define auditing and its role in Cloud security. 5 1 2
5. What are tamper-proofing audit logs? 5 1 2
6. How does reporting and management contribute to Cloud security? 5 1 2
7. What is Quality of Services (QoS) in Cloud security management? 5 1 2
8. Explain the role of Security Information and Event Management 5 2 2
(SIEM).
PART -B
1 Discuss the importance of proactive activity monitoring and incident 9 2 16
response in Cloud security. How can Cloud environments be protected
from unauthorized access?
2. Explain the process of auditing in Cloud environments. How does 5 4 16
tamper-proofing audit logs ensure security?
3. Describe how monitoring for malicious traffic, abuse of system 5 2 16
privileges, and unauthorized access can help in securing the Cloud
infrastructure.
4 What is SIEM, and how does it enhance the management of security 5 2 16
events in Cloud environments? Discuss its role in threat detection and
response.
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WEB APPLICATION SECURITY

UNITED INSTITUTE OF TECHNOLOGY -



UNIT |
FUNDAMENTALS OF WEB APPLICATION SECURITY

The history of Software Security-Recognizing Web Application Security Threats, Web
Application Security, Authentication and Authorization, Secure Socket layer, Transport
layer Security, Session Management-Input Validation

Q.No Question CO BTL MARK
PART A
1. What is the significance of recognizing web application security 5 1 2
threats?
2. Define Web Application Security. 5 1 2
3. Differentiate between Authentication and Authorization. 5 1 2
4.  What is Secure Socket Layer (SSL)? 5 1 2
5. What is the role of a Web Application firewall (WAF)? 5 1 2
6.  What is Cross-Origin Resource Sharing (CORS), and why is it 2
relevant to web application security? 5 1
7. Define Distributed Denial of Service (DDoS) attack. 5 1 2
8.  What is the concept of Clickjacking? 5 1 2
PART B
1. Explain the various authentication mechanisms commonly 5 4 16
employed in web applications, along with their strengths and
weaknesses. Compare and contrast session-based and token-
based authentication methods.
2. Briefly explain the components and processes involved in 5 4 16
Secure Socket Layer (SSL) and Transport Layer Security
(TLS), elucidating how they ensure secure communication
over the internet.
3. Analyze the impact of common web application security threats 5 4 16
such as Cross-Site Scripting (XSS), SQL Injection, and Cross-
Site Request Forgery (CSRF) on the security posture of web
applications.
4. Examine the role of Web Application firewalls (WAFs) in 5 4 16

protecting web applications from various threats, including
SQL Injection, DDoS attacks, and malicious bots.
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UNIT I
SECURE DEVELOPMENT AND DEPLOYMENT

Web Applications Security - Security Testing, Security Incident Response Planning, The Microsoft
Security Development Lifecycle (SDL), OWASP Comprehensive Lightweight Application
Security Process (CLASP), The Software Assurance Maturity Model (SAMM)

Q.No Question CO BTL MARK
PART A
1. What is the purpose of security testing in web applications? 5 1 2
2. What is Microsoft Security Development Lifecycle (SDL)? 5 1 2
3. Define OWASP CLASP. 5 1 2
4. Define Software Assurance Maturity Model (SAMM). 5 1 2
5. What is the name a widely used tool for security testing in 5 1 2
web applications?
6.  What are the key considerations for effective Security Incident 5 1 2
Response Planning?
7. What are the phases of the Microsoft Security Development 5 1 2
Lifecycle?
8.  What are some advantages of implementing Microsoft SDL? 5 1 2
PART B
1. Compare and contrast the Microsoft Security Development 5 4 16
Lifecycle (SDL) and OWASP Comprehensive Lightweight
Application Security Process (CLASP) in terms of their
approaches.
2. Explain the process of security testing in web applications, 5 4 16
highlighting its importance in ensuring robust security
measures.
3. Explain the strengths and weaknesses of the OWASP 5 4 16
Comprehensive Lightweight Application Security Process
(CLASP) and its applicability in diverse software development
environments. Provide recommendations for overcoming
potential limitations.
4. Analyse the effectiveness of the Software Assurance Maturity 5 4 16

Model (SAMM) in improving software security across
different stages of the development lifecycle.
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UNIT HI
SECURE API DEVELOPMENT

API Security- Session Cookies, Token Based Authentication, Securing Natter APIs:
Addressing threats with Security Controls, Rate Limiting for Availability, Encryption,
Audit logging, Securing service-to-service APIs: APl Keys , OAuth2, Securing
Microservice APIs: Service Mesh, Locking Down Network Connections, Securing
Incoming Requests.

Q.No Question CO BTL MARK
PART A
1. What is the purpose of session cookies in API security? 5 1 2
2. What is the role of encryption in API security? 5 1 2
3. Why is audit logging important in API security? 5 1 2
4. How are incoming requests secured in API development? 5 1 2
5. What is the concept of token-based authentication in API 5 1 2
security?
6.  What is OAuth2, and how does it contribute to securing APIs? 5 1 2
7. What are the primary security benefits of using a service 2
mesh in microservice architectures. 5 1
8. How can network connections be locked down to enhance API 5 1 2
security?
PART B
1. Examine the role of session cookies and token-based 5 4 16
authentication in securing APIs. Compare and contrast their
implementation.
2. Compare the effectiveness of different authentication 5 4 16
mechanisms, including API keys and OAuth2, in securing
service-to-service APIs.
3. Explore the challenges and benefits of securing microservice 5 4 16
APls using a service mesh architecture.
4.  Analyze the importance of locking down network connections 5 4 16

in API security.
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UNIT IV
VULNERABILITY ASSESSMENT AND PENETRATION TESTING

Vulnerability Assessment Lifecycle, Vulnerability Assessment Tools: Cloud-based
vulnerability scanners, Host-based vulnerability scanners, Network-based vulnerability
scanners, Database- based vulnerability scanners, Types of Penetration Tests: External
Testing, Web Application Testing, Internal Penetration Testing, SSID or Wireless Testing,
Mobile Application Testing.

Q.No Question CO BTL MARK
PART A
1. What is the Vulnerability Assessment Lifecycle? 5 1 2
2. What is the primary purpose of network-based vulnerability 2
scanners? 5 1
3. What is the primary objective of Mobile Application Testing 2
in penetration testing? 5 1
4.  What are the stages involved in the Vulnerability Assessment 2
Lifecycle? 5 1
5. What is Network-based vulnerability scanners? 5 1 2
6.  What are the types of penetration test? 5 1 2
7. What is web application testing? And its types 5 1 2
8.  What is the primary objective of Mobile Application Testing 2
in penetration testing? 5 1
PART B
1. Discuss the Vulnerability Assessment Lifecycle in detail, 5 4 16

outlining each stage's significance and activities involved.

2. Compare and contrast various types of vulnerability S 4 16
assessment tools, including cloud-based, host-based, network-
based, and database-based scanners.

3. Explore the importance of penetration testing in identifying 5 4 16
and mitigating security risks within an organization's
infrastructure.

4. Compare the significance of Mobile Application Testing in 5 6 16

penetration testing and its role in identifying security .
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UNIT V
HACKING TECHNIQUES AND TOOLS

Social Engineering, Injection, Cross-Site Scripting(XSS), Broken Authentication and
Session Management, Cross-Site Request Forgery, Security Misconfiguration, Insecure
Cryptographic Storage, Failure to Restrict URL Access, Tools: Comodo, OpenVAS,
Nexpose, Nikto, Burp Suite, etc.

Q.No Question CO BTL MARK
PART A
1. What is Social Engineering in the context of hacking? 5 1 2
2. What type of attack is commonly associated with injecting 2
malicious code into databases? 5 1
3. What vulnerability is exploited when sensitive data is stored in 2
an insecure manner? 5 1
4.  What role does Burp Suite play in the field of cybersecurity ? 5 1 2
5. Define Social Engineering and its significance in cybersecurity? 5 1 2
6.  What are the common types of injection attacks, and how do 2
. o 5 1
they exploit vulnerabilities ?
7. What is the importance of secure cryptographic storage in 2
protecting sensitive data? 5 1
8.  What is the impact of Cross-Site Scripting (XSS) attacks on 2
web applications and users? 5 1
PART B
1. Explore the techniques and psychological principles behind 5 4 16

Social Engineering attacks.

2. Discuss the various types of injection attacks, including SQL 5 4 16
injection, LDAP injection, and XML injection, and explain
how they exploit vulnerabilities in web applications.

3. Analyze the prevalence of Cross-Site Scripting (XSS) 5 4 16
vulnerabilities in web applications and their impact on
security.

4. Explain the risks associated with broken authentication and 5 4 16

session management vulnerabilities in web applications.

UNITED INSTITUTE OF TECHNOLOGY -



