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DISTRIBUTED COMPUTING
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UNIT -1
INTRODUCTION

Introduction: Definition-Relation to Computer System Components — Motivation — Message Passing Systems
versus Shared Memory Systems — Primitives for Distributed Communication — Synchronous versus
Asynchronous Executions — Design Issues and Challenges; A Model of Distributed Computations: A
Distributed Program — A Model of Distributed Executions — Models of Communication Networks — Global
State of a Distributed System

Q.NO QUESTION Cco

PART-A

Define distributed system.

Outline the main components of a computer system in a distributed
environment.
Differentiate between message-passing and shared memory systems.

State synchronous and asynchronous execution.

State primitives for distributed communication.
Define process synchrony.

Outline the significance of the global state in a distributed system.

Define a distributed program.
Outline the models of communication networks in distributed systems.

State why motivation important in distributed computing.

Outline the role of middleware in a distributed system.
List out the features of distributed systems.

State the objectives of resource sharing model.

Define the term ‘global state’ in distributed systems.

2
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Define scalability in the context of distributed systems.
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PART-B

Discuss the major design issues and challenges in distributed computing with
suitable examples.

Compare and contrast message-passing systems and shared memory
systems with real time examples.

(Explain the significance of synchronous and asynchronous executions in
distributed systems and their impact on performance.

Describe the various primitives used for distributed communication and explain
their role in system coordination.

How does the global state affect distributed system performance? Explain with
examples.

Explain the role of a distributed program in distributed computing. How
does it differ from centralized computing?

Discuss the different models of communication networks and Analyze their
impact on distributed systems.

Explain the concept of message-passing in distributed computing and
compare its advantages and disadvantages.
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UNIT - 11
LOGICAL TIME AND GLOBAL STATE

Logical Time: Physical Clock Synchronization: NTP — A Framework for a System of Logical Clocks — Scalar Time
— Vector Time; Message Ordering and Group Communication: Message Ordering Paradigms — Asynchronous
Execution with Synchronous Communication — Synchronous Program Order on Asynchronous System — Group
Communication — Causal Order — Total Order; Global State and Snapshot Recording Algorithms: Introduction —
System Model and Definitions — Snapshot Algorithms for FIFO Channels.

QUESTION CO BTL Marks
PART-A

Define logical time in distributed systems.

Outline the role of NTP (Network Time Protocol) in physical clock
synchronization.

Differentiate between scalar time and vector time.

State the importance of message ordering in distributed systems.

List the different message ordering paradigms.

Define causal order in message passing.

Define total order in group communication.

Outline the purpose of snapshot recording in distributed systems.

List any two system models used for global state recording.
State FIFO in snapshot algorithms.
State the use of vector timestamps in message ordering.

Outline what does Lamport’s clock ensure.

State clock skew in distributed system.
Define snapshot recording.

When is a global state said to be consistent?
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PART-B

Describe the Network Time Protocol (NTP) and explain its role in physical
clock synchronization.

Compare and contrast different message ordering paradigms in distributed
systems with real-time examples.

Explain how asynchronous execution with synchronous communication
works and discuss its challenges.

Discuss synchronous program order in asynchronous systems and its effect
on distributed system performance.

Explain the concept of group communication and discuss causal order and
total order in distributed systems.

Describe snapshot recording algorithms in distributed systems and Analyze
their significance in global state detection.

7. Explain the system model and definitions related to snapshot recording in
distributed computing.

8. Describe FIFO-based snapshot recording algorithms with an example.
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UNIT -11I
DISTRIBUTED MUTEX AND DEADLOCK

Distributed Mutual exclusion Algorithms: Introduction — Preliminaries — Lamport’s algorithm —
Ricart- Agrawala’s Algorithm — Token-Based Algorithms — Suzuki-Kasami’s Broadcast
Algorithm; Deadlock Detection in Distributed Systems: Introduction — System Model —
Preliminaries — Models of Deadlocks — Chandy-Misra-Haas Algorithm for the AND model and
OR Model.

QUESTION CO BTL

PART-A
Define mutual exclusion in distributed systems.

State the main idea behind Lamport’s mutual exclusion algorithm.

Differentiate between token-based and non token-based mutual exclusion
algorithms.

Outline the significance of Ricart-Agrawala’s algorithm in distributed
mutual exclusion.

State what role does a token play in Suzuki Kasami’s broadcast algorithm.
Define deadlock in the context of distributed systems.

State the two models of deadlocks in distributed systems.

List the major steps in the Chandy-Misra-Haas algorithm for deadlock
detection.

Outline the fairness in mutual exclusion.

State what is synchronization delay in mutual exclusion protocols.

Differentiate between AND and OR models.

Differentiate between centralized and distributed deadlock detection.
Outline what happens after deadlock is detected.

Define cycle detection in the context of deadlocks.

List one advantage and one disadvantage of using token-based mutual
exclusion algorithms.
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PART-B

- Describe Lamport’s mutual exclusion algorithm with a detailed step-by-step
explANtion and example.

Compare and contrast Lamport’s algorithm and Ricart-Agrawala’s algorithm
in terms of message complexity and efficiency.

Explain the working of token-based algorithms in distributed mutual
exclusion and discuss their advantages.

. Discuss Suzuki-Kasami’s broadcast algorithm and ANlyze its efficiency in
distributed mutual exclusion.

. Explain the different models of deadlocks in distributed systems and discuss
their characteristics.

. Describe the Chandy-Misra-Haas algorithm for detecting deadlocks in
distributed systems. Compare its working for the AND model and the OR
model.

Discuss the system model for deadlock detection and explain its

importance in distributed environments.

Compare deadlock detection and deadlock prevention in distributed
systems with real world examples.

UNITED INSTITUTE OF TECHNOLOGY -




UNIT -1V
CONSENSUS AND RECOVERY

Consensus and Agreement Algorithms: Problem Definition — Overview of Results — Agreement
in a Failure-Free System(Synchronous and Asynchronous) — Agreement in Synchronous
Systems with Failures; Checkpointing and Rollback Recovery: Introduction — BackgroUN and
Definitions — Issues in Failure Recovery — Checkpoint-based Recovery — Coordinated
Checkpointing Algorithm -- Algorithm for Asynchronous Checkpointing and Recovery

QUESTION CO BTL
PART-A

Define consensus in distributed systems.
Define agreement in distributed systems
List the properties of a consensus algorithm.
Outline what is meant by failure-free system

List any two agreement problems in synchronous systems.
Define coordinated check pointing.

State what is rollback recovery.
Define a consistent global checkpoint.

Outline the orphan message.
Define message logging.

Define consistent checkpoint set.
List two advantages of coordinated check pointing over uncoordinated.
List the benefits of checkpoint-based recovery in fault-tolerant systems.

Outline the key issues in failure recovery in distributed systems.

State the role of rollback recovery in distributed fault tolerance.

UNITED INSTITUTE OF TECHNOLOGY




PART-B

Explain the consensus problem in distributed systems. Why is it challenging
to achieve consensus in asynchronous systems?

Discuss the synchronous and asynchronous agreement algorithms in a
failure-free distributed system.

Explain the agreement problem in synchronous systems with
failures. How does failure impact consensus?

Compare different consensus and agreement algorithms in
distributed computing.

What is check pointing? Explain its role in failure recovery with an
example.

Discuss the issues in failure recovery and explain how rollback
recovery is performed in distributed systems.

Compare coordinated and uncoordinated check pointing. Which one is
more efficient in a distributed system?

Describe an algorithm for asynchronous check pointing and recovery in
distributed computing.

4
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UNIT -V

CLOUD COMPUTING

Definition of Cloud Computing — Characteristics of Cloud — Cloud Deployment Models —
Cloud Service Models — Driving Factors and Challenges of Cloud — Virtualization — Load
Balancing — Scalability and Elasticity — Replication — Monitoring — Cloud Services and
Platforms: Compute Services — Storage Services — Application Services

Q.NO QUESTION CO BTL Marks

PART-A
Define cloud computing.

List any two characteristics of cloud computing

Define virtualization.

RE
RE
RE
UN

Outline elasticity in cloud computing?
RE
UN
RE
UN
RE
RE
RE
RE
RE
UN
UN

List any two drivers for cloud computing adoption

NN DD NN

State what is replication in cloud
State two goals of load balancing in cloud systems.

Define virtual machine monitor (VMM)?

I B I

List any two examples of IaaS providers.

._
e

List any two cloud storage services

—
[u—

Define laaS, PaaS, and SaaS in cloud computing.

_
i

List the different cloud deployment models?

—
[98)

List any two cloud compute services.

H
>

State what is replication in cloud storage?

LN L L i L i U D D D D D W D D
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Compare scalability and elasticity in cloud computing.

PART-B
Compare and contrast different cloud deployment models (Public, Private,
Hybrid, and Community).
Discuss the cloud service models (IaaS, PaaS, SaaS) with real-world 16
examples.
Explain the major driving factors and challenges of cloud computing. 5 16

—_
(o)

Describe virtualization in cloud computing. Discuss its types and advantage: 16

Explain load balancing in cloud computing. Discuss its role in improving 16
performance and fault tolerance.

Compare scalability and elasticity in cloud computing with suitable 16
examples.

Discuss replication in cloud storage and its significance in fault tolerance an 16
high availability.

Discuss different cloud services and platforms, including computer services, 16
storage services, and Application services with examples.
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UNIT I
NEED OF SOFTWARE SECURITY AND LOW-LEVEL ATTACKS

Software Assurance and Software Security — Threats to software security — Sources of software
insecurity — Benefits of Detecting Software Security — Properties of Secure Software —
Memory Based Attacks: Low-Level Attacks Against Heap and Stack — Defense Against
Memory-Based Attacks

QUESTION CO BTL Marks
PART-A

Define software security and its significance in modern software development.

What are the primary threats to software security?

List the sources of software insecurity..

Mention the benefits of detecting software security issues early.
What are the key properties of secure software?

Define memory-based attacks in the context of software security.
Explain the concept of a heap-based attack.

What is a stack-based attack, and how does it compromise security?
How can buffer overflows lead to low-level attacks in software?
Describe a memory leak and its impact on security.

What is a "null pointer dereference" vulnerability?

Name a common technique used to defend against heap-based attacks.

How do stack-smashing attacks work and how can they be mitigated?

What is the role of address space layout randomization (ASLR) in defense against
memory-based attacks?
What is the significance of control flow integrity (CFI) in preventing stack and

heap attacks?
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PART-B

Discuss the key differences between software assurance and software security.

Describe the common memory-based attacks against the heap and stack. How can
they compromise software security?

Explain the term “threats to software security” and provide examples of typical
threats.

Discuss the defense mechanisms against memory-based attacks. How does stack
canary work in mitigating these attacks?

What are the benefits of detecting software security vulnerabilities early in the
software development life cycle?

What are memory-based attacks? Explain different low-level memory
attacks and their defenses.

Explain the benefits of early detection of software vulnerabilities. Also,
list tools used for detection.
What are the essential properties of secure software? How do they
contribute to a secure system?
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UNIT 11

SECURE SOFTWARE DESIGN

Requirements Engineering for secure software — SQUARE process Model — Requirements elicitation
and prioritization- Isolating The Effects of Untrusted Executable Content — Stack Inspection — Policy
Specification Languages — Vulnerability Trends — Buffer Overflow — Code Injection — Session
Hijacking. Secure Design — Threat Modeling and Security Design Principles

Q.NO QUESTION

A P RO

PART-A

[\

What is the importance of requirements engineering in secure software design?
Define the SQUARE process model and its role in secure software development.
Explain the concept of requirements elicitation in the context of secure software.
What is the role of prioritization in secure software requirements engineering?
What are entrusted executable contents and how can they impact security?
Explain the concept of stack inspection.

What is a policy specification language in secure software design?

Define buffer overflow and its implications for software security.

What is code injection and how does it compromise system security?

2
2
2
2
2
2
2
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2

Describe session hijacking and its impact on secure software systems.

What are security design principles and why are they critical in software
development?

Define the process of threat modeling in secure software design.

How can isolating the effects of untrusted executable content improve security?
What are vulnerability trends, and how can they influence secure design
decisions?

How can buffer overflow vulnerabilities be mitigated during the design phase?
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PART-B

Discuss the SQUARE process model and its steps in ensuring secure software
development.

What is the significance of threat modeling in secure software design? Provide an
example of a threat modeling approach.

Explain how secure design principles can help mitigate common software security
vulnerabilities.

What are some common attacks like buffer overflow and code injection, and how
can secure software design address these vulnerabilities?

Discuss the importance of isolating untrusted executable content during the design
phase and its role in securing applications.

Describe snap shot recording algorithm in distributed systems and
analyses their significance in global state detection

Explain the system model and defintions related to snapshot recording in
distributed computing

Describe the FIFO based Snapshot recording algoritms with an examples
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UNIT III

SECURITY RISK MANAGEMENT

Requirements Engineering for secure software — SQUARE process Model — Requirements elicitation
and prioritization- [solating The Effects of Untrusted Executable Content — Stack Inspection — Policy
Specification Languages — Vulnerability Trends — Buffer Overflow — Code Injection — Session
Hijacking. Secure Design — Threat Modeling and Security Design Principles

Q.NO QUESTION CcoO BTL Marks
PART-A
What is the risk management life cycle, and why is it important in software

security?
Define risk profiling in the context of software security.

What are risk exposure factors, and how do they relate to security management?
Explain the term “risk evaluation” in the risk management process.

What is risk mitigation and how does it differ from risk avoidance?

Define risk assessment techniques and provide one example.

What role does threat management play in risk management?

What is vulnerability management, and why is it critical in security risk
management?

Explain the concept of risk tolerance.
How does risk assessment help organizations prepare for security threats?

Mention any two techniques for evaluating risks in software security.

What is the significance of the risk management life cycle for an organization's
overall security posture?
How does risk exposure impact security decisions and resource allocation?.

What are the steps involved in the risk evaluation process?

How does vulnerability management support risk mitigation strategies?
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PART-B

Explain the complete risk management life cycle and how it applies to software
security.

Discuss the importance of risk exposure factors and their role in identifying
software security risks.

Describe the techniques used for risk assessment and their application in
mitigating vulnerabilities.

What are the different stages of risk evaluation and how do they help in reducing
potential security threats?

Explain the concept of risk profiling and its relevance in assessing security risks
for a software system.

Design the threat and vulnerability management plan for enter[rise IT
Infrastructures

Assess the relationship between Risk exposure , Threats and vulnerability in
context of cyber security

Examine a case study of a cyber attack and suggest risk mitigation
measures based on the risk management Life Cycle
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UNIT IV
SECURITY TESTING

Traditional Software Testing — Comparison — Secure Software Development Life Cycle — Risk Based
Security Testing — Prioritizing Security Testing With Threat Modeling — Penetration Testing — Planning
and Scoping — Enumeration — Remote Exploitation — Web Application Exploitation Exploits and Client
Side Attacks — Post Exploitation — Bypassing Firewalls and Avoiding Detection — Tools for Penetration
Testing

QUESTION CO BTL

PART-A
What is the difference between traditional software testing and security testing? RE

Explain the concept of a Secure Software Development Life Cycle (SDLC). UN

RE
UN
RE
RE
UN
UN
UN
RE
RE
RE
UN
RE

What is risk-based security testing and how does it prioritize vulnerabilities?
Define penetration testing and its role in identifying security issues.

What is threat modeling in the context of security testing?

NN

What is enumeration in penetration testing?

Explain remote exploitation in penetration testing.

What are client-side attacks, and how do they affect web applications?
Define post-exploitation in the context of penetration testing.

What are web application exploitation exploits?

How does bypassing firewalls contribute to a successful penetration test?
What is the importance of scoping in penetration testing?

Mention one tool commonly used for penetration testing.

How can security testing help in identifying vulnerabilities in web applications?

N - T S S S e S L
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What are some techniques used to avoid detection during penetration testing? RE
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PART-B

Explain the concept of the Secure Software Development Life Cycle (SDLC) and
its relevance to security testing.

Describe the process and objectives of penetration testing in the context of
security assessment.

Discuss the key steps in planning and scoping a penetration test.

How does threat modeling help prioritize security testing efforts during software
development?
Describe the various types of security testing such as enumeration, remote
exploitation, and post-exploitation, and their importance in identifying
vulnerabilities.

IMlustrate the steps involved in remote exploitation web application and
Client side attacks

Evaluate different Post exploitation activities and methods to bypass
firewalls while avoiding detection

List and explain any six tools for penetration testing along with their
features and usages.
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UNIT V
SECURE PROJECT MANAGEMENT

Governance and security — Adopting an enterprise software security framework — Security and
project management — Maturity of Practice

Q.NO QUESTION
PART-A

What is the role of governance in ensuring software security?
Define an enterprise software security framework and its benefits.
How does project management impact software security?

What is the importance of adopting a software security framework within a
project?

Define the concept of the maturity of practice in secure project management.
How does the maturity of practice relate to secure software development?
What is the role of security in project management lifecycle?

Mention one key factor for successful secure project management.

How does governance help in managing security risks in software projects?

What is the significance of enterprise-level security frameworks in project
management?

What is the relationship between security maturity and software project
outcomes?

How can organizations assess the security maturity of their software development
practices?

Define "security governance" and explain its importance in large-scale software
projects.

How do security frameworks guide secure project management practices?

How does the maturity model impact the efficiency of secure software
management?
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PART-B

Discuss the importance of governance in managing software security throughout
the project lifecycle.

Explain how adopting an enterprise-level software security framework contributes
to project security.

What are the key benefits of measuring the maturity of practice in secure project
management?

Discuss the relationship between security and project management in ensuring
software security.

Describe how an enterprise security framework influences project management
and the development of secure software.

Evaluate the maturity of practice in software security using a chosen
maturity Model

Ilustrate how security can be integrated into different phases of p[project
management life cycle

List and explain key metrics used to measure the maturity of software
security practices
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UNIT I
8-BIT EMBEDDED PROCESSOR

8-Bit Microcontroller — Architecture — Instruction Set and Programming — Programming
Parallel Ports — Timers and Serial Port — Interrupt Handling.

QUESTION
PART-A

Write a program to find the 2’s complement using 80517

Differentiate microprocessor and microcontroller.

Interpret Embedded Systems and its components.

List Embedded Systems addressing modes.

Which register has the SMOD bit, and what is its status when the 8051 is powered
up?

List the 8051 interrupts with its priority?

Define the operating model 0 of 8051 serial ports.

Give the format of the register PSW of 8051 and name each it.

How register banks are selected in 8051 microcontroller?
Which port is used as multi function port in 80517
Difference between maskable and non maskable interrupt?

What are the different modes in which timer 2 can operate?
What is the difference between timers and counters?

List the features of 8051 microcontroller?

Define baud rate of 8051?
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Explain the architecture of 80517

Describe Specific Function Register used for Interrupt configuration. Assume that
two switches are connected to pin P3.2, P3.3,Write a program to monitor the
Switch and perform the following using External hardware interrupt.

i) if SW1 =0, flash port 0 with (FF to 00).
(i1) if SW2 = 0,Flash port 2 with (55 to AA).

Explain the Data transfer, Arithmetic and branch instructions with examples.

lustrate the serial communication in 8051, with its special function register.
Explain the timer modes of 8051 microcontroller?

With a neat diagram and programming, explain how a traffic light control will
interface with 8051 microcontroller.

Draw the internal RAM organization of 8051 and explain in details.also , write
program to demonstrate stack operation in 8051.

Explain the various interrupt handling methods with neat sketch.
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UNIT 11
EMBEDDED C PROGRAMMING

Memory And I/O Devices Interfacing — Programming Embedded Systems in C— Need
For RTOS — Multiple Tasks and Processes — Context Switching —Priority Based
Scheduling Policies.

QUESTION
PART-A

What is embedded C programming?

Define memory device interfacing?

Mention the role of scheduling in multitasking environment.
Define Watch dog?

What is the difference between compiler and cross compiler?
Define context switching in RTOS?

List the memory devices used in the design of embedded system?
What is Variable Scope?

What is the concept of multitasking? What does it signify?
Define Sketch.

Bring out the difference between multiple processes and multiple tasks?

What are Arduino — Operators?

What is RTOS?

What are the applications of RTOS?
Compare RTOS and operating system.
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PART-B

Verify the scheduling using RMS policy,Compute the schedule for an interval
equal to the least commom multiple periods of process.

Tasks: T1,T2,T3

Execution time: 3,2,2

Time Period: 20,5,10

Compare RMS scheme with EDF scheduling and analyze the same in terms of
CPU utilization

List the algorithms used for process scheduling. Explain any two algorithms with
an example.

Explain the context switching mechanism for moving the CPU from one
Executing process to another with an example?

Briefly explain the Multiple Tasks and Processes?
Explain the Priority Based Scheduling Policies?

Describe the Programming Embedded Systems in C.

Write Embedded C program for generating LED output sequence as shown below
00000001,00000010,00000100,00001000 so on till 10000000.

Discuss the various states of a task in Real-Time Operating systems.
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UNIT 111
10T AND ARDUINO PROGRAMMING

Memory And I/O Devices Interfacing — Programming Embedded Systems in C— Need For
RTOS — Multiple Tasks and Processes — Context Switching —Priority Based Scheduling
Policies.

Q.NO QUESTION
PART-A

®
o

List the characteristics of [oT.
How debugging works in Arduino?
List the main components of a Arduino board.

Compare between active sensor and passive sensor.

List the various Libraries in Arduino.

What is sketch in Arduino?

N NN DN

What is the difference between Sensors and Transducers?
What are the types of Arduino board?

What are the 4 protocols of [oT?

What is Toolchain?

Compare between loT devices and computer.

Point out the challenges faced by Internet of Things.
What are the Types of Shields?

What are Actuators?

3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
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Explain the benefits of [oT.

PART-B

With a neat sketch explain the functional components of typical loT systems and
discuss in detail about [oT architecture.

Describe the Communication Technologies of IOT. 16

Explain the Sensors and sensor Node and interfacing using any embedded target 16
boards Raspberry Pi.
Explain about Arduino shields. 16

Explain about the features of Arduino. Discuss types of Arduino boards and 16
sketch the pin structures.
Explain in detail about the Arduino programming structures with example. 16

Illustrate in brief about the types of sensors and give the difference between 16
sensors and actuators.

Illustrate with an example of IoT integration with Sensors and Actuators using 16

Arduino.
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UNIT IV
IOT Communication And Open Platforms

IOT Communication Models and APIs — IOT Communication Protocols — Bluetooth — WiFi — ZigBee — GPS —
GSM modules — Open Platform (like Raspberry Pi) — Architecture — Programming — Interfacing — Accessing
GPIO Pins — Sending and Receiving Signals Using GPIO Pins — Connecting to the Cloud

Q.NO QUESTION CO BTL Marks

PART-A

What is IoT Communication APIs? RE

UN
RE

Compare IoT things and M2M machines.
List the various modern applications of lot.

What is the requirement of loT protocol standardization? UN

List out the important features of Wi-Fi. RE

RE
RE
UN
RE
RE
UN
RE
RE
RE
UN

N NN NN N

List any two differences between SPI and I2C protocol in Raspberry Pi.
List the states of Bluetooth device.

Interpret the usage of Raspberry Pi usage in IoT.

What is Bluetooth?

Define NFC.

How Does GPS Function?

What is mobile switching centre (MSC)?

What is meant by Visitor Location Register (VLR)?

What is Mobile Station?

What is Zigbee?

4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
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PART-B
Explain about ZigBee. Draw and illustrate about ZigBee architecture in detail. UN

Explain Raspberry Pi architecture and discuss how RPi used for IoT application. UN

Illustrate the various types of IoT communication API. UN

Outline with neat sketch the architecture of Bluetooth technology and summarize UN
on the states involved in the connection process.

Develop and show how to interface a light sensor (LDR) with Raspberry Pi and AP
build a python program to switch on the LDR reading.

Explain GSM services and its architecture in detail. UN

Explain in detail about how signals are transmitted and received using GP10?

Explain GPS in detail.
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UNIT V
Applications Development

Complete Design of Embedded Systems — Development of IOT Applications — Home Automation — Smart
Agriculture — Smart Cities — Smart Healthcare.

Q.NO QUESTION CO

PART-A
Write any two important features of home automations.

(9]

Classify the scope of developing IoT applications in public services and smart
cities.
Give some real time applications of [oT.

(9]

Mention the impacts of IoT in smart agriculture application.

Define smart irrigation system.

[\C RN (O R (SRR S VY

What are the components used as the core of an embedded system?
List the components of wearable devices.

What are the Challenges in Embedded System Design?

Write the applications of IOT in Smart Grid.

Write the applications of IOT in Smart Farming.

Define sensors and its types.

Write some Embedded System Design Examples.

What is an Embedded System Design?

Define application specific integrated circuit (ASIC).

5
5
5
5
5
5
5
5
5
5
5
5
5

Write the applications of IOT in Healthcare.

[\ ZEN (SR O T (ST S R S "I \S B )

PART-B

[lustrate how IoT technology is used to enable the agricultural industry to
increase operational efficiency, lower cost, reduce waste and improve the quality
of their yield.

Explain the complete Design of Embedded Systems and development of [oT UN 16
applications.

Explain the architecture and technology needed in building an IoT based health UN 16
care system.

Design an IoT strategy for smart city and explain the layered architecture for AP 16
implementing smart cities.

Explain about interfacing the sensor and actuators for Real Time industrial UN 16
application. Relate any example based on it.

Outline the importance of development in loT applications. UN 16

Outline the overview of Home Automation system in loT. UN 16

Explain an IoT-based home security system. UN 16
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UNIT I
INTRODUCTION AND APLICATION LAYER

Data Communication - Networks — Network Types — Protocol Layering — TCP/IP Protocol suite —OSI
Model — Introduction to Sockets - APlication Layer protocols: HTTP — FTP — Email protocols(SMTP -
POP3 - IMAP - MIME) — DNS — SNMP

a
=)

Q.No Question BTL Marks
PART-A

RE
RE
UN
UN
RE
UN
UN
RE

RE
UN
UN
RE
UN

RE
UN

Define Topology and list its types.

List the five components of data communication systems.
Differentiate Full Duplex and simplex transmission system.
List the features of layered architecture in networks.

Mention the components of data communication.
Differentiate LAN,WAN and MAN.

Compare IMAP and POP.

State the purpose of Socket in Networking.

List the functions of APlication Layer.
Why is HTTP referred as a stateless protocol?

—
— o 0 XN B WD =

List the four main properties of HTTP.
State the purpose of a Domain Name System.

_
o

Identify the control and data ports used in FTP.

—
B~ W

Define File Transfer protocol.
What are the functions of SNMP protocol?

PART-B

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

[N 2N NO T (O I \S I O T \O R (ST \ RN \S 2N \C T \S 1N \S I \O T \O I \S]

—
9]

Explain OSI reference model with neat diagram.
Elaborate the TCP/IP protocol suite with relEVnt diagrams.

Briefly explain the necessary protocols for a message to transfer
from aaa@xxx.com to bbb@yyy.com

Discuss how the Simple Mail Transfer Protocol (SMTP) is
useful in electronic mail.

Describe about HTTP. Give their uses, state strengths and
weakness.

Identify the ways through which a server and a client do a file
transfer using FTP.

[Mlustrate the role of a DNS on acomputer network,
including its involvement in the process of a user
accessing a web page.

How is Simple Network MANgement Protocol (SNMP)
used in network and what is the role of a Network

MANgement System in SNMP?
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UNIT 1I
TRANSPORT LAYER

Introduction - Transport-Layer Protocols: UDP — TCP: Connection MANgement — Flow control -Congestion
Control - Congestion avoidance (DECbit, RED) — SCTP — Quality of Service

Q.No Question
PART-A

®)
=)

List the functions of Transport Layer.

Define UDP.

Why is UDP considered to be unreliable?

Define acknowledgement number.

Identify the three phases of TCP connection mANgement.
State the purpose of TCP flow control.

Differentiate TCP and UDP.

What makes TCP reliable?

A A A o

List the various congestion control techniques.
Compare DECbit with RED.

Draw the UDP header.

What is port number in computer network?

Name the techniques and policies that can prevent (avoid)
congestion.
Define Multihoming concept of SCTP.

N NN NN NN NN N NN NN
NN DD NN DN DN NN

Define congestion.

Write short notes on.

(i)  TCP segment format

(ii) Silly window syndrome

With neat architecture, explain TCPand its sliding

window algorithm for flow control.

Describe  with examples the three mechanisms by which

congestion control is achieved in TCP.

Examine the operations of User Datagram Protocol (UDP) and UDP

checksum with one example.

Explain the significance of Clark’s solution and Nagle’s

algorithm.

Elaborate the effectiveness of Go Back Nand Selective Repeat

ARQ among the Sliding window Protocols.

Explain congestion avoidance algorithm like DEC bit method and
random early detection in transport layer with an example.

Propose the packet format of Stream Control Transmission
Protocol with its fields. How the data are transferred using 4-
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UNIT 111
NETWORK LAYER

Switching : Packet Switching - Internet protocol - [PV4 — IP Addressing — Subnetting - [IPV6, ARP, RARP,
ICMP, DHCP

a
o

Q.No Question BTL  Marks
PART-A

RE
RE
RE
UN
RE
RE
RE
UN
RE
RE
RE
UN
UN

What is packet switching?

Define IP address.

What is the purpose of subnetting?

Compare between IPv4 and IPv6.

Write the structure of an [Pv4 address.

What is the role of ARP?

State the function of RARP.

Mention any two features of IPv6.

What is the use of ICMP?

Define DHCP.

What are the types of IP addresses?

How does the Internet Protocol support routing?
Compare between static and dynamic IP addressing.
What are the advantages of packet switching over circuit

—_
— o 0 ® Nk L=

_
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RE

_
o

switching?
State the function of the subnet mask. UN
PART-B

N N DN N NN DD DN DDDND DN DN

—
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Explain the packet switching mechanism with suitable

diagrams.

Discuss in detail about the Internet Protocol (IP), header

structure, and functionalities.

Explain [Pv4 addressing in detail. Also, describe classful and

classless addressing with examples.

Describe the process and advantages of subnetting with an

example.

Explain IPv6 header format and compare it with [Pv4.

Write detailed notes on ARP and RARP. Include packet

formats and working.

Describe ICMP message types and its role in error reporting.

Explain the working of DHCP and its message exchange
process with a neat diagram.
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UNIT IV
ROUTING

Routing and protocols: Unicast routing - Distance Vector Routing - RIP - Link State Routing —
OSPF — Path-vector routing - BGP - Multicast Routing: DVMRP — PIM.

Q.No Question CcO BTL  Marks
PART-A

RE

RE

UN

UN

What is unicast routing?

Define Distance Vector Routing.

What is the role of RIP in routing?

Mention two differences between Distance Vector and Link State

Routing.

Define Link State Packet (LSP).

What is the purpose of the OSPF protocol?

Write any two features of OSPF.

Define Path Vector Routing.

What is the function of BGP?

State two differences between RIP and OSPF.

Define multicast routing.

What is DVMRP?

List the two modes of PIM.

Compare between dense mode and sparse mode in multicast

routing.

What problem does OSPF solve compared to RIP? RE
PART-B

N N

RE
UN
RE
RE
UN
UN
RE
RE
RE
UN
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Explain Distance Vector Routing algorithm with an example.

Describe its limitations.

Describe the RIP protocol in detail. Include message format,

algorithm, and limitations.

Explain Link State Routing with step-by-step operation and

diagram.

Discuss the OSPF protocol architecture, features, and areas.

Compare with RIP.

Describe Path Vector Routing and explain how BGP implements

it.

Explain BGP in detail with message types, working, and use in

inter-domain routing.

Explain DVMRP mechanism in multicast routing with example
and limitations.

Compare DVMRP and PIM. Explain the working of PIM in both

dense and sparse mode.
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UNIT V
DATA LINK AND PHYSICAL LAYERS

Data Link Layer — Framing — Flow control — Error control — Data-Link Layer Protocols — HDLC — PPP -
Media Access Control — Ethernet Basics — CSMA/CD — Virtual LAN — Wireless LAN (802.11) — Physical
Layer: Data and Signals - Performance — Transmission media- Switching — Circuit Switching.

Q.No Question CO BTL Marks
PART-A

What is framing in the data link layer?

Define flow control.

What is the purpose of error control?

Mention any two features of HDLC protocol.

List the frame types used in PPP.

What is MAC (Media Access Control)?

Define CSMA/CD.

Write any two characteristics of Ethernet.

What is a virtual LAN (VLAN)?

List any two IEEE 802.11 standards.

What is the role of the physical layer?

Define data and signal in the context of physical layer.

What are the types of transmission media?

Define circuit switching.

What is the significance of signal performance metrics like

bandwidth and latency?

RE

—_
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—
Eal

5
5
5
5
5
5
5
5
5
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5
5
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PART-B

Explain framing and its types. Describe bit stuffing and
character stuffing with examples.

Describe flow control and error control mechanisms. Explain 16
Stop-and-Wait and Sliding Window protocols.

Explain the HDLC protocol in detail with frame format and AN 16
operations.

Describe the PPP protocol with frame format, features, and AN 16
phases of operation.

Explain the Ethernet protocol including frame structure and EV 16
operation of CSMA/CD.

Describe VLAN architecture and working. Explain how EV 16
VLAN improves network mANgement.

Discuss IEEE 802.11 (Wi-Fi) architecture, frame format, and AN 16
access mechanisms.

Explain transmission media types and compare guided vs AP 16
unguided media. Also discuss circuit switching.
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CCS344
ETHICAL HACKING

UNITED INSTITUTE OF TECHNOLOGY




UNIT -1
INTRODUCTION
Ethical Hacking Overview - Role of Security and Penetration Testers .- Penetration-Testing
Methodologies- Laws of the Land - Overview of TCP/IP- The APlication Layer - The Transport

Layer - The Internet Layer - I[P Addressing .- Network and Computer Attacks - Malware - Protecting
Against Malware Attacks.- Intruder Attacks - Addressing Physical Security

Q.No Question CO BTL Marks
PART-A

What is ethical hacking? RE
RE

RE
UN
RE

—

Mention two roles of a penetration tester.
Define penetration testing.

List two penetration testing methodologies.
Mention any two cyber laws in India.

What is the purpose of the TCP/IP model? UN
RE

UN

Name two protocols in the APlication layer.

What is the role of the transport layer?

A S T S T B O

What is the function of the internet layer in TCP/IP? UN

What is an IP address? RE
RE

RE
RE
UN
RE

_—
—_ O

Define network attack.

_
o

Give two examples of computer attacks.

—
(98]

What is malware?

—
o

Mention two ways to protect against malware attacks.

2
2
2
2
2
2
2
2
2
2
2
2
2
2
2

—
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What is physical security in cyber defense?
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PART-B

Explain ethical hacking. Describe the role of security

professionals and penetration testers.
What is penetration testing? Explain its steps in detail.

Apply different penetration testing methodologies on a given
test environment and demonstrate how each Approach helps
in identifying vulnerabilities.

Explain the laws related to cyber security in India with
relevant examples.

Explain the TCP/IP model. Describe all four layers with
their functions.

Analyze different types of network and computer attacks by
examining their techniques, impact on systems, and
differences in attack patterns with suitable examples.
Analyze different types of malware by examining their
attack vectors, behavior, and impact on systems, and
Evaluate how various protection techniques mitigate these
threats

Describe intruder attacks and how physical security helps in

addressing them.
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UNIT - 11

FOOT PRINTING, RECONNAISSANCE AND SCANNING NETWORKS
Footprinting Concepts - Footprinting through Search Engines, Web Services, Social Networking Sites,
Website, Email - Competitive Intelligence - Footprinting through Social Engineering - Footprinting Tools -

Network Scanning Concepts - Port-Scanning Tools - Scanning Techniques -Scanning Beyond IDS and
Firewall

Question CO BTL Marks
PART-A

What is footprinting? RE
List two ways to gather information from search engines. RE
What is web service footprinting? RE
How can social networking sites aid in footprinting? UN
Define website footprinting. RE
What is email footprinting? RE
What is competitive intelligence in ethical hacking? UN
What is social engineering in the context of footprinting? UN
List two tools used for footprinting. RE

What is network scanning? RE

Mention any two port scanning tools. RE

List two scanning techniques. UN
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13. What is scanning beyond firewall?
14. Why is scanning used in ethical hacking?

15. What is a ping sweep?

PART-B

Define footprinting. Explain its importance and types with
examples.

Discuss various sources for footprinting including search
engines, web services, websites, and emails.

Explain how social engineering can be used for footprinting
with examples.

Apply different footprinting tools to gather information
about a target and demonstrate the results.

Explain the process of network scanning and describe how
tools are used to identify hosts and services.

Demonstrate port scanning on a target system using tools
like Nmap or Angry IP Scanner and Analyze the open ports.
Analyze the concept of scanning beyond IDS and firewalls,
and Evaluate techniques used to bypass detection.

Examine the steps of network scanning and Analyze how

different tools vary in functionality and accuracy.
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UNIT - I1I
ENUMERATION AND VULNERABILITY ANLYSIS

Enumeration Concepts - NetBIOS Enumeration — SNMP, LDAP, NTP, SMTP and DNS Enumeration -
Vulnerability Assessment Concepts - Desktop and Server OS Vulnerabilities - Windows OS Vulnerabilities -
Tools for Identifying Vulnerabilities in Windows- Linux OS Vulnerabilities- Vulnerabilities of Embedded Oss

a
o

Q.No Question BTL Marks

PART-A
RE

RE
RE
UN
RE
UN
UN
RE
RE
RE
UN

—

What is enumeration in ethical hacking?

Mention any two NetBIOS enumeration tools.
What is SNMP enumeration?

What information can LDAP enumeration reveal?
What is NTP enumeration?

How is SMTP enumeration performed?

Define DNS enumeration.

What is vulnerability assessment?

A A S e

List two common desktop OS vulnerabilities.

Mention two server OS vulnerabilities.

—
e
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State any two Windows OS vulnerabilities.
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List any two tools for assessing vulnerabilities in Windows.
What is a typical Linux OS vulnerability?
List two vulnerabilities of embedded OSs.

What are the countermeasures for enumeration attacks?

PART-B

Define enumeration. Explain the types and process involved in
enumeration.

Describe various types of enumeration such as NetBIOS, SNMP,
LDAP, NTP, and their tools.

Demonstrate the process of performing SNMP and LDAP
enumeration using suitable tools, and Apply the results to
identify potential vulnerabilities in a network

Describe SMTP and DNS enumeration techniques with suitable
tools.

Explain the concept of vulnerability assessment and its process in
ethical hacking.

Describe common vulnerabilities in Windows OS and tools used
to detect them.

Use suitable tools to perform vulnerability scanning on a Linux
system and demonstrate how the results can be Applied to
identify and address security weaknesses

What are embedded OS vulnerabilities? Explain methods to
discover and prevent them.
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UNIT -1V
SYSTEM HACKING

Hacking Web Servers - Web APlication Components- Vulnerabilities - Tools for Web Attackers and Security
Testers Hacking Wireless Networks - Components of a Wireless Network — Wardriving- Wireless Hacking - Tools
of the Trade

®
=)

Question
PART-A
What is the goal of hacking a web server?

Mention any two web server vulnerabilities.
List components of a typical web Application.

Give two examples of web Application vulnerabilities.

Name any two common attacks on web Applications.

List two tools used by web attackers.

Mention any two tools used by security testers. UN

What is a wireless network? RE

List two components of a wireless network. RE

~ B~ b~ B~ b~ B~ A DA,
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Define wardriving.




Mention two vulnerabilities in wireless networks.
List two wireless hacking techniques.

What are wireless attack tools?

Name two wireless security protocols.

List any two wireless network security tools.

PART-B

Explain in detail how web servers are hacked and the common
vulnerabilities exploited.

Discuss various vulnerabilities in web Applications with
examples.

Demonstrate how different tools can be Applied to detect and
prevent various types of web Application attacks with suitable
examples.

Explain the tools used by web attackers and security testers in
penetration testing.

Analyze the components of a wireless network and examine how
their interactions affect overall network performance and
security.

What is wardriving? Explain how wireless networks are hacked
using wardriving.

Explain the tools used for wireless hacking with examples.

Discuss the various wireless security protocols and tools used to
protect wireless networks.
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UNIT-V
NETWORK PROTECTION SYSTEMS

Access Control Lists. - Cisco Adaptive Security Appliance Firewall - Configuration and Risk Analysis Tools for
Firewalls and Routers - Intrusion Detection and Prevention Systems — Network Based and Host-Based IDSs and
IPSs - Web Filtering - Security Incident Response Teams — Honeypots.

Question
PART-A
What is an Access Control List (ACL)?

State the purpose of an ACL in network security.

What is Cisco ASA?

Mention any two configurations done in Cisco ASA.
List any two tools used for firewall risk ANlysis.

Name any two tools used for ANlyzing router risks.
Mention one advantage of firewall configuration testing.
Define Intrusion Detection System.

What is the role of an Intrusion Prevention System?
What is a Network-Based IDS?

Differentiate between Host-Based and Network-Based IDS.
What is the purpose of Web Filtering?

What is Security Incident Response?

[N N e N N O e O e O L S " \S I O R (ST \S)

State the role of SIRT in handling attacks.
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15.  Define honeypot in cybersecurity.

PART-B

Explain Access Control Lists (ACLs) and how they are used in
securing networks.

Describe the Cisco Adaptive Security Appliance (ASA) firewall
architecture and its configuration.

Demonstrate the use of configuration and risk Analysis tools on
firewalls and routers in a test environment, and Apply the results
to identify and mitigate potential security risks.

Explain Intrusion Detection and Prevention Systems with types
and examples.

Analyze Network-Based and Host-Based IDSs and IPSs by
examining their architecture, functionality, advantages, and
limitations, and Evaluate scenarios where each type is most
effective.

Explain the concept of web filtering and how it enhances
security.

Discuss the formation, roles, and responsibilities of Security
Incident Response Teams.

Analyze the concept of honeypots by examining their types,
deployment strategies, and effectiveness in detecting and
mitigating cyber attacks.
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QUANTUM COMPUTING
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UNIT I
QUANTUM COMPUTING BASIC CONCEPTS

Complex Numbers - Linear Algebra - Matrices and Operators - Global Perspectives Postulates of Quantum
Mechanics — Quantum Bits - Representations of Qubits — Superpositions..

Q.No Question CO BTL Marks

PART A
Define Quantum Computing.
Define complex number and give an example.
What is the modulus of a complex number?
Define linear independence of vectors.
What are the difference between scalar and vector.
What is a Hermitian matrix?
Define unitary operator.
Define unitary matrix with an example.
What are eigenvalues?
What is a quantum bit (qubit)?
State any one postulate of quantum mechanics.
Define a superposition state.
What is a tensor product?

What is the difference between classical bit and quantum bit?

[N N e S S R I O e N S S I S R S > S

What is a Bloch sphere?
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PART B

Discuss and explain the role of complex numbers in quantum
computing with examples.

Explain the fundamental concepts of linear algebra required in
quantum theory.

State and explain the four postulates of quantum mechanics
briefly.

Prove that a Hermitian operator has real eigenvalues.

Explain the representation of qubits using the Bloch sphere.
Explain the concept of matrix multiplication with an example..
Describe the properties of unitary matrices.

Explain superposition principle with an example.
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UNIT 1I
QUANTUM GATES AND CIRCUITS

Universal logic gates - Basic single qubit gates - Multiple qubit gates - Circuit development -
Quantum error correction.

Q.No Question CO BTL Marks

PART A
Define a universal gate set in quantum computing.

Write the matrix form of the Pauli-X gate.

Define the Controlled-NOT (CNOT) gate and write the truth of CNOT
Gate.

What is a Toffoli gate and mention its function?
Name any two multi-qubit quantum gates.
What is a quantum circuit?

Define quantum parallelism.

What is meant by gate decomposition?

What is quantum de-coherence?

Mention the significance of the SWAP gate.
Define bit-flip error

What is phase-flip error?

Write a short note on quantum fault tolerance.

What is the role of ancillary qubits in error correction?

2
2
2
2
2
2
2
2
2
2
2
2
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Define the no-cloning theorem.
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PART B

What is meant by universal quantum gate sets? Give examples.

Explain any three basic single-qubit gates with matrix representation.
Describe the working of the CNOT and Toffoli gates.

lustrate the process of building a simple quantum circuit using basic gates.
Discuss the need for quantum error correction.

Explain how the bit-flip code is used for error correction.

Write short notes on Pauli gates. Compare classical and quantum logic gates.

[\S RIS B S \° I (S S R O Y

Describe the structure and function of the quantum XOR operation.
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UNIT 111
QUANTUM ALGORITHMS

Quantum parallelism - Deutsch’s algorithm - The Deutsch—Jozsa algorithm - Quantum Fourier

transform and its applications - Quantum Search Algorithms: Grover’s Algorithm.

Q.No Question CO BTL Marks

PART A
Define quantum parallelism.

What is a balanced function in Deutsch's algorithm?

What is the difference between Deutsch and Deutsch—Jozsa
algorithms?

What is the purpose of the Hadamard gate in Deutsch's algorithm?
State the basic idea behind Grover’s search algorithm.

What problem does the Deutsch—Jozsa algorithm solve efficiently?
Define quantum Fourier transform.

Write the mathematical formula for QFT on n qubits.

What is the time complexity of Grover's algorithm?

Name any one real-world application of Grover’s algorithm.

What is the advantage of quantum parallelism over classical
computation?

What is meant by amplitude amplification?
What is meant by black-box oracle?
In which case is Grover’s algorithm optimal?

What is the significance of inverse QFT?
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PART B

Explain the concept of quantum parallelism with an example.
Describe the steps involved in Deutsch’s algorithm and Compare
Deutsch’s and Deutsch—Jozsa algorithms.

Derive the output state of Deutsch—Jozsa algorithm for constant and
balanced functions.

Write the quantum circuit diagram for the Deutsch algorithm and
explain.

Explain the steps of the Quantum Fourier Transform on two qubits.
Explain the working principle of Grover’s algorithm with its circuit.

Describe the significance of QFT in quantum computing.

Outline the main advantages of using quantum search algorithms.
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UNIT IV
QUANTUM INFORMATION THEORY

Data compression - Shannon’s noiseless channel coding theorem - Schumacher’s quantum

noiseless channel coding theorem - Classical information over noisy quantum channels.

Q.No Question CO BTL Marks

PART A

Define data compression.

What is Shannon entropy and Write the formula for Shannon
entropy.
What is the main idea of Shannon’s noiseless channel coding
theorem?

N

N

What is Schumacher’s quantum coding theorem?
Define quantum fidelity.

What is a quantum channel?

Define the term "noisy channel".

What is the classical capacity of a quantum channel?
What is the role of redundancy in data compression?

Define von Neumann entropy.

4
4
4
4
4
4
4
4
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What is meant by quantum data compression?

Mention one difference between classical and quantum data
compression.

N
o

What does Schumacher’s theorem say about qubit transmission?
What is Holevo’s bound?

What is the significance of fidelity in quantum information?
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PART B

Explain Shannon’s noiseless channel coding theorem. Derive its
formula and illustrate with an example.

Compare and contrast Shannon's and Schumacher’s theorems. How
does quantum data compression differ from classical?

Describe the process of classical data compression using entropy.
How does redundancy play a role?

State and explain Schumacher’s quantum noiseless channel coding
theorem. Discuss its implications for quantum communication.
Explain how classical information is transmitted over noisy quantum
channels. Include the role of the Holevo quantity.

Describe in detail the quantum capacity of a channel and the factors
affecting it.

Explain the role of fidelity and trace distance in assessing the quality
of quantum communication over noisy channels.

Discuss how quantum data compression can be applied in quantum

memory or communication systems.
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UNIT V
QUANTUM CRYPTOGRAPHY

Classical cryptography basic concepts - Private key cryptography - Shor’s Factoring Algorithm -
Quantum Key Distribution - BB84 - Ekart 91.

Q.No Question CO BTL Marks

PART A
What is classical cryptography?
Define symmetric (private key) cryptography.
What is the main goal of cryptography?
State the basic idea of public key cryptography.
What is RSA and why is it important?
What is the role of prime factorization in classical cryptography?
Define Shor’s algorithm,
What problem does Shor’s algorithm solve efficiently?
What is Quantum Key Distribution (QKD)?
What is the purpose of the BB84 protocol?
Mention one difference between BB84 and Ekert 91.
Define eavesdropping in the context of QKD.
What is the role of Bell’s theorem in Ekert 91 protocol?

Define quantum security and What is a quantum bit error rate (QBER)?

O Y Y Y Y Y Y Y Y Y V. Y N I
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What makes Shor’s algorithm a threat to RSA?
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PART B

Explain the basic principles of classical cryptography and Compare
classical and quantum cryptography.

Describe how private key cryptography works with an example.

What is the mathematical background behind RSA encryption?

Explain the steps in Shor’s factoring algorithm in simple terms and What
is the impact of Shor’s algorithm on current cryptographic methods?
Write short notes on Quantum Key Distribution (QKD).

Explain the working of the BB84 protocol with a simple illustration.

How does the Ekert 91 protocol use entanglement for key distribution?

Describe the importance of the no-cloning theorem in securing QKD.
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INTRODUCTION TO WOMEN GENDER AND STUDIES
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UNIT I
CONCEPTS

Sex vs. Gender, masculinity, femininity, socialization, patriarchy, public/ private, essentialism,
binaryism, power, hegemony, hierarchy, stereotype, gender roles, gender relation, deconstruction,

resistance, sexual division of labour.

Q.No Question CO BTL Marks

PART A

Define the term ‘Sex’.

What is meant by ‘Gender’?

Differentiate between masculinity and femininity.
What is gender socialization?

Define patriarchy with an example.

NN NN NN

What is the difference between public and private spheres in gender
studies?
What do you mean by essentialism in the context of gender?

Explain binaryism with a gender-related example

What is meant by hegemony?

Define power in the context of gender relations.

What is meant by gender roles?

What is a stereotype? Provide an example related to gender.
Define sexual division of labour.

What is gender hierarchy?

2
2
2
2
2
2
2
2
2

Explain the term ‘resistance’ in the context of gender oppression.
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Explain the difference between sex and gender with suitable
examples and sociological relevance.

Discuss the concept of patriarchy and its impact on gender roles in
private and public spaces.

Analyze the process of gender socialization and how it influences
masculinity and femininity.

Critically examine the concept of essentialism and binaryism in
gender theory.

Describe the role of stereotypes in shaping gender identities. Give
examples from media, culture, or education.

Explain the concept of hegemony with reference to gender and
power relations.

What is meant by sexual division of labour? Discuss with examples
from both domestic and workplace settings.

Describe the concepts of deconstruction and resistance in

understanding gender inequality.
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UNIT 1I
FEMINIST THEORY

Liberal, Marxist, Socialist, Radical, Psychoanalytic, postmodernist, ecofeminist.

Q.No Question CO BTL Marks

PART A

What is Liberal Feminism?

Name any two key ideas of Marxist feminism.

What is the main focus of Socialist Feminism?

List any one difference between Radical and Liberal Feminism.
Define the term "Patriarchy" in the context of Radical Feminism.
What is the contribution of Simone de Beauvoir to feminist theory?
Write a short note on Psychoanalytic Feminism.

What is meant by Postmodernist Feminism?

Define Ecofeminism in two lines

List any two key figures associated with Radical Feminism.

What do Marxist feminists say about capitalism and gender
oppression?

Define one critique of Liberal Feminism.

What is the relationship between class and gender in Socialist
Feminism?

How does Ecofeminism connect environmental concerns with
women's issues?

What role does language play in Postmodern Feminist theory?
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Compare and contrast Liberal and Radical Feminism. Discuss their
views on patriarchy, equality, and social change.

Explain the key arguments of Marxist Feminism. How does it link
capitalism and women’s oppression?

Analyze the core ideas of Socialist Feminism. How does it combine
class and gender struggle?

Discuss the contributions of Psychoanalytic Feminism to
understanding women'’s identity and sexuality.

What is Postmodern Feminism? Explain how it critiques essentialism
and embraces multiplicity of identities.

Examine the principles of Ecofeminism. How does it relate nature,
ecology, and feminist ethics?

Trace the evolution of feminist theory across different waves
focusing on the shift from liberal to postmodernist.

Compare any three feminist theories (e.g., Marxist, Psychoanalytic,

Ecofeminist) with reference to their objectives.
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UNIT III
WOMEN’S MOVEMENTS: GLOBAL, NATIONAL AND LOCAL

Liberal, Marxist, Socialist, Radical, Psychoanalytic, postmodernist, ecofeminist.

Q.No Question CO BTL Marks

PART A
Define feminism.
What is the significance of the Seneca Falls Convention?
Name any two first-wave feminist leaders in Europe.
What is the focus of second-wave feminism?
Who wrote The Second Sex, and why is it important?
Mention one major demand of the first-wave feminists in America.
What was the role of Betty Friedan in the American feminist
movement?
What does the term “patriarchy” refer to in feminist theory?

What is the difference between liberal and radical feminism?

Name two Indian women reformers from the colonial period.

Which Indian law criminalized sati and in which year?

What was the role of Savitribai Phule in women’s education?

Name any two organizations involved in the Indian women’s
movement post-1975.

What is the importance of the Mathura rape case in Indian feminist
history?
Mention one goal of the National Commission for Women in India.
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Discuss the major phases of the feminist movement in Europe and
America.

Examine the role of key figures like Wollstonecraft, Beauvoir, and
Friedan in shaping feminism.

Trace the historical evolution of the women’s movement in India
from the colonial period to now.

Compare and contrast the feminist movements in the West and in
India.

ANlyze the impact of legislation on women’s rights in India with key
laws.

Critically EVluate the contributions of grassroots/autonomous
women’s groups in India.

Explain how global feminist ideas were adapted in the Indian
context.

Discuss the challenges and achievements of the Indian women’s

movement in the 21st century.
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UNIT IV
GENDER AND LANGUAGE

Linguistic Forms and Gender. Gender and Narratives.

Q.No Question CO BTL Marks

PART A

Define gendered language with an example.

What is meant by “marked” and “unmarked” forms in gendered
linguistic structures?
Find one example of a gender-neutral pronoun.

Who is Judith Butler and what is her contribution to gender and
language theory?
How does grammatical gender differ from social gender?

Relate one way in which women’s speech patterns are said to differ
from men’s, according to sociolinguistic studies.
What is the significance of the term “androcentric language™?

Define the concept of “linguistic sexism”.
What does “inclusive language” mean?

Tell one language that heavily relies on grammatical gender and one
that does not.
How can narrative voice influence the representation of gender?

What is meant by “feminist narratology”?

What role does language play in performing gender, according to
poststructuralist theory?

Define one critique feminist theorists have about traditional
storytelling structures.

Tell one example of how a literary text challenges traditional gender
roles through its narrative.
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Explain how linguistic structures reflect and reinforce gender
ideologies in society. Use relevant theories and examples.
Demonstrate the concept of gender performativity through language.
How does language construct gendered identities?

Analyze the role of gender in narrative perspective. How does the
gender of the narrator or focalizer shape the story?

Show how do gendered narratives differ in classical literature and
contemporary feminist texts? Provide comparative examples.

Explain the challenges and strategies involved in creating gender-
inclusive language in different cultural and linguistic contexts.

Summaries the impact of language reforms on gender equality.

[ustrate how power dynamics between genders are embedded in and
reproduced through narrative forms. Support your answer with
literary or media examples.

Extend the contribution of feminist narratology to our understanding
of storytelling and voice. How does it change our interpretation of

texts?
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