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UNIT I
DEEP NETWORKS BASICS

Linear Algebra: Scalars - Vectors - Matrices and tensors; Probability Distributions - Gradient-based
Optimization — Machine Learning Basics: Capacity - Overfitting and underfitting -Hyperparameters
and validation sets - Estimators - Bias and variance - Stochastic gradient descent - Challenges
motivating deep learning; Deep Networks: Deep feedforward networks; Regularization -
Optimization.

Q.No Question CO BTL Marks

PART A
Define Deep Learning.

Outline of the main differences between Al, Machine Learning, and
Deep Learning.

List the applications of deep learning.

Define scalar and vector.

State the concept of matrices and tensors.

State the concept of probability distributions.

Define Probability mass function.

List the fundamental rules of a probability density function.
List the types of random variables.

Compare overfitting and underfitting.

How to control the capacity of learning algorithm in Neural Network?
Define Bayes error.

State the significance of hyperparameters in ML.

Define point estimator.
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1 2
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State the advantages and disadvantages of Stochastic Gradient
Descent.
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PART B
Apply the concept of gradient-based optimization to demonstrate how
weights are updated in a deep learning model.

Explain in detail on linear regression machine learning algorithm.

Illustrate the application of stochastic gradient descent (SGD) for
optimizing a neural network.

Explain in detail on different regularization technique in Deep
learning.

Brief how does regularization help reduce overfitting?
Analyze the influence of estimators, bias, and variance on model

performance with respect to generalization, underfitting, and
overfitting.

Compare and explain different set of layers in Feed forward
networks.

Describe Deep feed forward networks with neat diagram.
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UNIT 11
CONVOLUTIONAL NEURAL NETWORKS

Convolution Operation - Sparse Interactions - Parameter Sharing - Equivariance - Pooling -
Convolution Variants: Strided - Tiled - Transposed and dilated convolutions; CNN Learning:
Nonlinearity Functions - Loss Functions - Regularization - Optimizers -Gradient Computation.

Question CO BTL Marks

PART A

Define convolutional neural network.
List the three types of layers in neural network.
Define feedforward in neural networks.

State motivation of convolution.

N DD NN N DN
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Define backpropagation in neural networks.

List two types of pooling used in CNNs.

Name the two most popular pooling operations.

State the concepts of padding and stride.

State transposed convolution.

Compare linear and non-linear models.

List any two loss function.

Compare loss function and cost function.

List common regularization techniques used in CNN architectures.

Outline the commonly used non-linearity functions in CNN.

N N NN NN DD DD DD NP
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Define non-linearity in neural networks and state its function.

UNITED INSTITUTE OF TECHNOLOGY 8




PART - B
Explain about the convolutional Neural Networks in detail.

Explain about the convolutional operation and its advantages.

Elaborate the pooling and its Application.

Discuss about the fully connected layers in detail.
Explain in detail about convolution variants in CNN.

Compare different loss functions and analyze their behavior with
outliers.

Discuss about the interleaving between layers.

Explain how gradient computation is done in CNNs using
backpropagation. Illustrate with an example.
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UNIT 111
RECURRENT NEURAL NETWORKS

Unfolding Graphs - RNN Design Patterns: Acceptor - Encoder -Transducer; Gradient Computation -
Sequence Modeling Conditioned on Contexts -- Bidirectional RNN - Sequence to Sequence RNN —
Deep Recurrent Networks - Recursive Neural Networks - Long Term Dependencies; Leaky Units:
Skip connections and dropouts; Gated Architecture: LSTM.

Q.No Question CO BTL Marks

PART A
Define unfolding graph.
State the concept of Recurrent Neural Network.
Define constrain propagation.
List the application of Gradient computation.
State bidirectional RNN.
Mention the pros and cons of bidirectional RNN.

Define Deep Recurrent Networks and their layered architecture.

State Leaky units.

1.
2.
3.
4.
5.
6.
7.
8.
9.

Illustrate the role of a leaky unit in RNNSs.

H
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Outline for Monte-Carlo tree search is used.

H
=

Illustrate the concept of long-term dependencies in RNNS.
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Outline the main components of a game in game-based learning
systems.

List the three gates in LSTM.
Define an acceptor RNN.

State the meaning of encoder RNN.
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PART B
Analyze the advantages and limitations of unfolding graphs in
recurrent networks.

Explain the role of Recurrent Neural network.

Describe the Gradient computation in detail with an example.

Explain Leaky Unit. Discuss some points on spectrum of different
time scales.

Elaborate the Gated Architecture LSTM in detalil.
Explain in detailed notes on the concept of Bidirectional RNN.
Explain the sequence to sequence RNN in detail.

Explain skip connections, leaky units, and dropout techniques used in
recurrent networks. How do they contribute to efficient training?
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UNIT IV
MODEL EVALUATION

Performance metrics - Baseline Models - Hyperparameters: Manual Hyperparameter - Automatic
Hyperparameter - Grid search - Random search - Debugging strategies.

Q.No Question CO BTL Marks

PART A

State performance metrics.
State the meaning of performance metrics for classification.

List the situations where accuracy works as a valid measure.

Define Confusion Matrix.

State Precision.

Outline Recall or Sensitivity.
When to use Precision and Recall?
Define F-Scores.

State AUC-ROC.

Illustrate Performance Metrics for Regression.

State the formula for Mean Absolute Error.
Outline Mean Squared Error.
Define R Squared Score.

Illustrate Baseline Model? And its types.

~ B~ BB BB B BB D
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State Hyperparameters.
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PART B
How the Baseline models serve as a benchmark in an ML application.

Explain in detail the Hyperparameters, Manual Hyperparameter and
Automatic Hyperparameter.

Elaborate in detail the different Debugging strategies.

Explain in detail the Grid search and Random search. Compare and
contrast Grid search and Random search.

Explain Baseline models and performance of Baseline models.

Differentiate between manual and automatic hyperparameter tuning
methods with examples.

Describe Grid Search as a hyperparameter optimization technique.
How does it work? What are its advantages and drawbacks?

Explain various performance metrics used for evaluating machine
learning models.
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UNIT V
AUTOENCODERS AND GENERATIVE MODELS

Autoencoders: Undercomplete autoencoders - Regularized autoencoders - Stochastic encoders and
decoders - Learning with autoencoders; Deep Generative Models: Variational autoencoders —
Generative adversarial networks.

Q.No Question CO BTL Marks

PART A
State Autoencoders.
Outline the architecture of Autoencoder in Deep Learning.
List the types of constraints commonly used in autoencoders.

List the types of Autoencoders.
Define Denoising Autoencoder.

Interpret the purpose and working of a sparse autoencoder.

Define Variational Autoencoder and identify its components.

State Convolutional Autoencoder.

1.
2.
3.
4.
5.
6.
7.
8.
9.

List the key components involved in autoencoder implementation.

'—\
©

Define Generative Adversarial Networks .
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=

List the application Of Generative Adversarial Networks (GANS).
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N

Mention the advantages of Generative Adversarial Networks (GANS).
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Mention the disadvantages of Generative Adversarial Networks
(GANS).

Interpret the different ways to constrain the Regularized
Autoencoders.

State Discriminator Loss(JD ).
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PART B

Describe Auto encoders. Explain Learning with Autoencoders: Loss
Functions and Training.

Explain in detail the Generative adversarial networks. Differentiate
Variational Autoencoders (VAES) vs. Generative Adversarial
Networks (GANS)

Explain in detail about Undercomplete Autoencoders and their
Applications.

Explain Regularized Autoencoders. Write Types and Benefits.

Explain in detail the Stochastic Encoders and Decoders in
Autoencoders.

Elaborate on Variational Autoencoders (VAES). Explain the concept
of latent space, KL divergence, and reparameterization trick.

Discuss the architecture and training process of Generative
Adversarial Networks (GANS). What is the role of the generator and
discriminator?

Analyze the similarities and differences between Variational
Autoencoders (VAES) and Generative Adversarial Networks (GANS)
as deep generative models.

UNITED INSTITUTE OF TECHNOLOGY




CW3551

DATA AND INFORMATION SECURITY

UNITED INSTITUTE OF TECHNOLOGY




UNIT |
INTRODUCTION

History, What is Information Security?, Critical Characteristics of Information, NSTISSC

Security Model, Components of an Information System, Securing the Components, Balancing

Security and Access, The SDLC, The Security SDLC.

Q.No Question

Define Information Security.

State the goal of information security.

List any two critical characteristics of
information.

State the significance of confidentiality in
information security.

Define integrity in data protection.

Define availability with an example.
Define non-repudiation.

Name the components of the NSTISSC
Security Model.

List the components of an information
system.

Define threats and vulnerabilities.

State security policy in information
security

State the difference between to security
and access.

Differentiate between SDLC and Security
SDLC.

State the importance of awareness and
training in information security.

Mention any two steps of Security SDLC.
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PART B

Explain the history and evolution of
Information Security in detail.

Discuss the critical characteristics of
information with suitable examples.

Describe the NSTISSC Security Model
and its components with a neat diagram.

Discuss how to secure hardware, software,
and network components in an Information
System.

Explain the phases of SDLC. How is it
related to developing secure systems?

Describe the Security SDLC in detail with
appropriate phases and examples.

Compare and contrast SDLC and Security
SDLC with real-time use cases.

Design a security plan for a small business
organization. Include risk assessment,
policies, and security models.
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UNIT N
SECURITY INVESTIGATION

Need for Security, Business Needs, Threats, Attacks, Legal, Ethical and Professional Issues —

An Overview of Computer Security — Access Control Matrix, Policy — Security policies,

Confidentiality policies, Integrity policies and Hybrid policies.

Q.No Question

PART A

State the importance of information
security in business organizations.

List two reasons for securing information
assets.

Define threat in the context of information
security.

Define vulnerability with an example.
Define Trojan horse attack.

List any two types of attackers.
Outline the purpose of a security policy.

Define Access Control Matrix.

List the components of an Access Control
Matrix.

Define integrity in the context of security
policy.

Mention one example each for
confidentiality and integrity policies.

State any two legal acts that govern
cybercrime in India.

Define the term "computer security".

Outline the role of law in information
security.

Differentiate between active and passive
attacks.
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PART B

Explain the need for security in modern
organizations. Describe the business needs
that drive security.

Discuss various types of threats and
attacks on information systems. Give
examples.

Explain the legal, ethical, and professional
issues associated with computer security.

Illustrate the structure and working of an
Access Control Matrix with a suitable
example.

Define and  differentiate  between
confidentiality, integrity, and hybrid
security policies with examples.

i) Compare different types of attackers and
classify their motives and
capabilities.

i) Write a detailed note on computer
security and the elements that make
a system secure.

Design a policy framework for a company

to protect its information from internal and
external threats.

Evaluate the effectiveness of legal
frameworks in reducing cybercrime.
Suggest improvements.
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UNIT HI
DIGITAL SIGNATURE INFORMATION

Digital Signature and Authentication Schemes: Digital signature-Digital Signature Schemes and
their Variants — Digital Signature Standards-Authentication: Overview- Requirements Protocols
Applications — Kerberos — X.509 Directory Services.

Q.No Question

Define digital signature.

Outline the importance of a digital
signature.

Mention any two features of digital
signature.

List any two digital signature schemes.

List the difference between encryption and
digital signature.

Define DSA (Digital Signature
Algorithm).

Mention two applications of digital
signature.

State any two requirements of
authentication

Define authentication.

Name the main components of the
Kerberos model.

Define ticket granting ticket (TGT) in
Kerberos
Mention any two features of Kerberos.

Define X.509.

Mention any two fields in an X.509
certificate.

Define certificate authority (CA).
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PART B

Explain the concept of digital signatures.
How do they ensure integrity and non-
repudiation?

Describe the wvarious digital signature
schemes and their variants.

Explain Digital Signature Standards (DSS)
in detail.

i) Discuss the authentication requirements
and the importance of authentication
protocols.

i) Compare the different types of
authentication schemes and their
applications.

Describe the working of the Kerberos
authentication protocol with a neat
diagram.

Explain the structure of an X.509
certificate and the role of Public Key
Infrastructure (PKI).

Develop a secure authentication model for
a cloud-based application using digital
signature and certificate services.

Evaluate the effectiveness of X.509
directory  services and  certificate
authorities  in  maintaining  secure
transactions.
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UNIT IV
EMAIL AND IP SECURITY

E-mail and IP Security: Electronic mail security: Email Architecture — PGP — Operational
Descriptions — Key management — Trust Model — S/IMIME.IP Security: Overview — Architecture
— ESP, AH Protocols IPSec Modes — Security association — Key management.

Q.No Question

PART A

List the purpose of email security.

List the two major protocols used for
secure email.

Define PGP.

List the main components of the PGP
operational model.

Define key management in PGP.

Define trust model in the context of PGP.
Define SIMIME.

List two features of S/IMIME.

Mention two differences between PGP
and SIMIME.

Outline the function of the Message
Digest in email security.

Define IP Security (IPSec).
List two core protocols used in IPsec.

Differentiate between AH and ESP.

List the two IPsec modes.

Differentiate between transport and tunnel
mode in IPsec.
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PART B

Describe the architecture of secure email
and explain the security services required
for email communication.

Explain the working of PGP with a neat
diagram. Include its  operational
description and key management.

i) Discuss the PGP trust model. How is it
different from the PKI-based model?

i) Compare and contrast PGP and S/MIME
in terms of architecture, operation,
and applications.

Explain S/MIME format, functions, and
how it secures emails.

What is IPsec? Explain its architecture and
the role of AH and ESP in detail.

Explain the concept of  Security
Association  (SA) and how key
management is done in IPsec.

Analyze the role of IPsec in providing
secure end-to-end communication.

Design a secure email communication
model for a corporate organization using
S/IMIME and IPsec.
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UNIT V
WEB SECURITY

Web Security: Requirements- Secure Sockets Layer — Objectives — Layers — SSL secure

communication — Protocols — Transport Level Security. Secure Electronic Transaction- Entities
DS Verification-SET processing.

Q.No Question

PART A

List the main goal of web security.

List two common web security
requirements.

Define SSL.

Mention any two objectives of SSL.

Outline the purpose of the SSL handshake
protocol.

Define SSL session and SSL connection.
Define SSL Record Protocol.

Mention any two SSL message types.

Define Transport Layer Security (TLS).

List the key entities involved in SET.
State how confidentiality is achieved in
SET.

Outline the importance of dual signature
in SET.

Define Secure Electronic Transaction
(SET).

Mention two phases in SET transaction
processing.

Define payment gateway in the context of
SET.
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PART B

Explain the web security requirements and
the possible threats to secure web
communication

Describe the SSL architecture and its
major components. How does SSL ensure
secure communication?

Describe the SSL architecture and its
major components. How does SSL ensure
secure communication?

Describe the structure and working of the
TLS protocol. How does it differ from
SSL?

Define SET. Explain the role of each
entity involved in a secure electronic
transaction.

Illustrate how digital signatures and
certificates are verified in the SET model.

Analyze the working of SET protocol in
online payment processing with a neat
diagram.
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UNIT |
INTRODUCTION

Introduction: Definition-Relation to Computer System Components — Motivation — Message

Passing Systems versus Shared Memory Systems — Primitives for Distributed Communication

— Synchronous versus Asynchronous Executions — Design Issues and Challenges; A Model of

Distributed Computations: A Distributed Program — A Model of Distributed Executions —

Models of Communication Networks — Global State of a Distributed System

Q.No Question CO BTL

Define distributed system.

Outline the main components of a
computer system in a distributed
environment.

Differentiate between message-passing
and shared memory systems

State synchronous and asynchronous
execution.

State primitives for distributed
communication.

Define process synchrony.

Outline the significance of the global state
in a distributed system.

Define a distributed program.

Outline the models of communication
networks in distributed systems.

State why motivation important in
distributed computing.

Outline the role of middleware in a
distributed system.

List out the features of distributed
systems.

State the objectives of resource sharing
model.

Define the term ‘global state’ in
distributed systems.

Define scalability in the context of
distributed systems.
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PART B

Discuss the major design issues and
challenges in distributed computing with
suitable examples.

Compare and contrast message-passing
systems and shared memory systems with
real time examples.

Explain the significance of synchronous
and  asynchronous  executions in
distributed systems and their impact on
performance.

Describe the various primitives used for
distributed communication and explain
their role in system coordination.

How does the global state affect
distributed system performance? Explain
with examples.

Explain the role of a distributed program
in distributed computing. How does it
differ from centralized computing?

Discuss the different models of
communication networks and analyze
their impact on distributed systems.

Explain the concept of message-passing in
distributed computing and compare its
advantages and disadvantages.
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UNIT N
LOGICAL TIME AND GLOBAL STATE

Logical Time: Physical Clock Synchronization: NTP — A Framework for a System of Logical
Clocks — Scalar Time — Vector Time; Message Ordering and Group Communication: Message
Ordering Paradigms — Asynchronous Execution with Synchronous Communication —

Synchronous Program Order on Asynchronous System — Group Communication — Causal

Order — Total Order; GlobalState and Snapshot Recording Algorithms: Introduction — System
Model and Definitions — Snapshot Algorithms for FIFO Channels.

Q.No Question CO

PART A

Define logical time in distributed systems.

Outline the role of NTP (Network Time
Protocol) in physical clock
synchronization.

Differentiate between scalar time and
vector time

State the importance of message ordering
in distributed systems.

List the different message ordering
paradigms.

Define causal order in message passing.

Define total order in group communication.

Outline the purpose of snapshot recording
in distributed systems.

List any two system models used for
global state recording.

State FIFO in snapshot algorithms.
State the use of vector timestamps in

message ordering.

Outline what does Lamport’s clock
ensure.

State clock skew in distributed system.
Define snapshot recording.

When is a global state said to be
consistent?
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PART B

Describe the Network Time Protocol
(NTP) and explain its role in physical
clock synchronization.

Compare and contrast different message
ordering paradigms in distributed systems
with real-time examples.

Explain how asynchronous execution with
synchronous communication works and
discuss its challenges.

Discuss synchronous program order in
asynchronous systems and its effect on
distributed system performance.

Explain  the  concept of group
communication and discuss causal order
and total order in distributed systems.

Describe snapshot recording algorithms in
distributed systems and analyze their
significance in global state detection.

Explain the system model and definitions

related to snapshot recording in distributed
computing.

Describe FIFO-based snapshot recording
algorithms with an example.
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UNIT HI
DISTRIBUTED MUTEX AND DEADLOCK

Distributed Mutual exclusion Algorithms: Introduction — Preliminaries — Lamport’s algorithm —
Ricart- Agrawala’s Algorithm — Token-Based Algorithms — Suzuki-Kasami’s Broadcast
Algorithm; Deadlock Detection in Distributed Systems: Introduction — System Model —
Preliminaries — Models of Deadlocks — Chandy-Misra-Haas Algorithm for the AND model and
OR Model.

Q.No Question CO Marks

PART A

Define mutual exclusion in distributed
systems.

State the main idea behind Lamport’s
mutual exclusion algorithm.

Differentiate between token-based and
non token-based mutual exclusion
algorithms.

Outline the significance of Ricart-
Agrawala’s algorithm in distributed
mutual exclusion.

State what role does a token play in
Suzuki Kasami’s broadcast algorithm.
Define deadlock in the context of
distributed systems.

State the two models of deadlocks in
distributed systems.

List the major steps in the Chandy-Misra-
Haas algorithm for deadlock detection.

Outline the fairness in mutual exclusion.

State what is synchronization delay in
mutual exclusion protocols.

Differentiate between AND and OR
models.

Differentiate between centralized and
distributed deadlock detection.

Outline what happens after deadlock is
detected.

Define cycle detection in the context of
deadlocks.

List one advantage and one disadvantage
of using token-based mutual exclusion
algorithms
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PART B

Describe Lamport’s mutual exclusion
algorithm with a detailed step-by-step
explanation and example.

Compare and  contrast Lamport’s
algorithm and Ricart-Agrawala’s
algorithm in terms of message complexity
and efficiency.

Explain the working of token-based
algorithms in distributed mutual exclusion
and discuss their advantages.

Discuss Suzuki-Kasami’s broadcast
algorithm and analyze its efficiency in
distributed mutual exclusion.

Explain the different models of deadlocks
in distributed systems and discuss their
characteristics.

Describe the Chandy-Misra-Haas
algorithm for detecting deadlocks in
distributed systems. Compare its working
for the AND model and the OR model.

Discuss the system model for deadlock
detection and explain its importance in
distributed environments.

Compare deadlock detection and deadlock
prevention in distributed systems with real
world examples.
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UNIT IV
CONSENSUS AND RECOVERY

Consensus and Agreement Algorithms: Problem Definition — Overview of Results — Agreement
in a Failure-Free System(Synchronous and Asynchronous) — Agreement in Synchronous Systems
with Failures; Checkpointing and Rollback Recovery: Introduction — Background and Definitions
— Issues in Failure Recovery — Checkpoint-based Recovery — Coordinated Checkpointing
Algorithm -- Algorithm for Asynchronous Checkpointing and Recovery

Q.No Question CO

PART A

Define consensus in distributed systems.

Define agreement in distributed systems

List the properties of a consensus
algorithm.

Outline what is meant by failure-free
system.

List any two agreement problems in
synchronous systems.

Define coordinated checkpointing

State what is rollback recovery.

Define a consistent global checkpoint
Outline the orphan message.

Define message logging.

Define consistent checkpoint set.

List two advantages of coordinated
checkpointing over uncoordinated.

List the benefits of checkpoint-based
recovery in fault-tolerant systems.

Outline the key issues in failure recovery
in distributed systems.

State the role of rollback recovery in
distributed fault tolerance.

UNITED INSTITUTE OF TECHNOLOGY &Y




PART B

Explain the consensus problem in
distributed systems. Why is it challenging
to achieve consensus in asynchronous
systems?

Discuss the synchronous and
asynchronous agreement algorithms in a
failure-free distributed system.

Explain the agreement problem in
synchronous systems with failures. How
does failure impact consensus?

Compare  different  consensus  and
agreement algorithms in  distributed
computing.

What is checkpointing? Explain its role in
failure recovery with an example.

Discuss the issues in failure recovery and
explain  how rollback recovery is
performed in distributed systems.

Compare coordinated and uncoordinated
checkpointing. Which one is more
efficient in a distributed system?

Describe an algorithm for asynchronous
checkpointing and recovery in distributed
computing.
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UNIT V
CLOUD COMPUTING

Definition of Cloud Computing — Characteristics of Cloud — Cloud Deployment Models —
Cloud Service Models — Driving Factors and Challenges of Cloud — Virtualization — Load

Balancing — Scalability and Elasticity — Replication — Monitoring — Cloud Services and

Platforms: Compute Services — Storage Services — Application Services

Q.No Question CO

Define cloud computing.

List any two characteristics of cloud
computing

Define virtualization.
Outline elasticity in cloud computing.

List any two drivers for cloud computing
adoption

State what is replication in cloud

State two goals of load balancing in cloud
systems.

Define virtual machine monitor (VMM).
List any two examples of laaS providers.

List any two cloud storage services

Define laaS, PaaS, and SaaS in cloud
computing.

List the different cloud deployment
models.

List any two cloud compute services.

State what is replication in cloud storage.

Compare scalability and elasticity in cloud
computing.
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PART B

Compare and contrast different cloud
deployment models (Public, Private,
Hybrid, and Community).

Discuss the cloud service models (laaS,
PaaS, SaaS) with real-world examples.

Explain the major driving factors and
challenges of cloud computing.

Describe  virtualization in cloud
computing. Discuss its types and
advantages.

Explain  load balancing in cloud
computing. Discuss its role in improving
performance and fault tolerance.

Compare scalability and elasticity in cloud
computing with suitable examples.

Discuss replication in cloud storage and its
significance in fault tolerance and high
availability.

Discuss different cloud services and

platforms, including compute services,
storage services, and application services
with examples.
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UNIT |
UNDERSTANDING BIG DATA

NSduction to big data — convergencéJf8&iPfrends — unstructured data — industRfxafples YIRS

data — web analytics — big data applications— big data technologies — introduction to Hadoop — open

source technologies — cloud and big data — mgbpghtiginess intelligence — Crowd sourcing analytics

— inter and trans firewall analytics.
1. Define Big data.

Rem

List the characteristics of Big Data. Rem

List out the key trends in big data. Rem

Define Web analytics. Rem
List out any five industrial applications of big data. Rem
List out the big data technologies. Rem
Write down any two disadvantages of big data. Rem

Define HDFS. Rem

© © N o g Bk~ W DN

List the components of Hadoop framework. Rem

[EEN
o

Rem

Und

Mention the advantages of Hadoop.

[N
=

Compare Open Source and Proprietary software.

[N
N

Rem

State the difference between Big data and cloud computing.

[N
w

State the difference between inter and trans firewall analytics. Rem

[N
o

Define Crowdsourcing. Rem

N T Y =
N DN RN NN N NN NN NN NN

[N
o

Define an Internal Firewall. Rem
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PART B
Generalize the characteristics of big data applications and explain

how the big data use cases leverages the benefits and values.

Illustrate on how cloud and big data relate to each other.

Compare the industrial examples for Big data in detail.
Discuss in detail about the big data technologies

(i) Write brief notes about Web analytics.
(i) Explain in detail about Crowd sourcing analytics

With a neat sketch explain Apache Hadoop Ecosystem..

Define Mobile Business Intelligence (Mobile BI).

Compare the inter and trans firewall analytics.
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UNIT Il
NOSQL DATA MANAGEMENT

Introduction to NoSQL - aggregate data models — key-value and document data models —
relationships — graph databases — schemaless databases — materialized views — distribution models —
master-slave replication — consistency - Cassandra — Cassandra data model — Cassandra examples —
Cassandra clients.

Question BTL Marks

PART A
Define NoSQL and list the reasons for using NoSQL databases.

State the primary advantage of aggregate data models in NoSQL
databases.”
Name the types of NoSQL data models with examples.

List the key differences between graph databases and other NoSQL
databases.
Define the term schemaless in the context of databases.

Define materialized views in the context of NoSQL databases.
Define horizontal scalability in NoSQL.

List the reasons for the occurrence of uncertainty.

State CAP Theorem.

List the advantages of Key valuestore.

Define master-slave replication in NoSQL systems.

Define Sharding

Define eventual consistency in distributed databases.”
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List the features of Cassandra that ensure high availability and fault
tolerance.
Give an example of a use case where Cassandra is well-suited.
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PART - B

Explain in detail about all the Aggregate Data Model in NOSQL
databases.
Illustrate Schema less databases.

Implement The materialized views in NOSQL.

Examine the Distribution model with a neat sketch.

What is Consistency? Explain update and read Consistency.

Elaborate the architecture and Data model of Cassandra with a neat
sketch.

Describe the key characteristics and benefits of NoSQL databases
compared to traditional RDBMS.

With appropriate diagrams and examples, explain the Key-Value and
Document data models.
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UNIT 111
MAP REDUCE APPLICATIONS

MapReduce workflows — unit tests with MRUnit — test data and local tests — anatomy of MapReduce
job run — classic Map-reduce — YARN — failures in classic Map-reduce and YARN — job scheduling
— shuffle and sort — task execution — MapReduce types — input formats — output formats.

Question BTL Marks

PART A
Define Map Reduce.
List the characteristics of MapReduce.
List out failures in classic map reduce.
Define the term MR unit.
Write down the functions of the job tracker and task tracker.
List the limitations of MapReduce.
Define the Fair Scheduler in the context of Hadoop Y ARN.
List the challenges of job Scheduling in hadoop.

1.
2.
3.
4.
5.
6.
7.
8.
9.

Define the term MRUnit.

H
©

List out the features of YARN

H
=

List out the main components of YARN architecture.

[EEY
N

Difference between Fair and Capacity Scheduler

H
w

List the applications of Map Reduce.

[EEN
>

Define Text Input Format in the context of Hadoop.

Define Node Manager failure in YARN.
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PART B

Explain in detail about YARN architecture.

Summarize in detail about anatomy of MapReduce job run.

How does MRUnit facilitate the testing of MapReduce
applications, and what are some best practices for writing
effective unit tests for MapReduce code?

In the context of MapReduce, why is it essential to perform local
tests with test data before deploying a job to a production cluster,
and how can developers simulate cluster-like conditions locally?

What motivated the transition from classic MapReduce to YARN
in Hadoop, and how has YARN improved resource management
and job execution in Hadoop clusters?

How are failures managed in MapReduce and YARN, and what
mechanisms ensure the reliability and fault tolerance of
MapReduce jobs in the face of node or task failures?

Differentiate the role of the shuffling and sorting phase in
MapReduce, and how does efficient data shuffling impact the
overall performance of MapReduce jobs?

Implement the MapReduce workflow to process a large dataset of
web logs, extracting information about user behaviour and
popular pages.
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UNIT IV
BASICS OF HADOOP

Data format — analyzing data with Hadoop — scaling out — Hadoop streaming —Hadoop pipes — design

g_Ngdoop distributed file system (H Db’i)eﬁ%ﬁ':s concepts —Java interface — dagachlovaTHadRAR ks
I/O — data integrity — compression — serialization —Avro — file-based data structures - Cassandra —

Hadoop integration. PART A

Define the term scaling out. Rem

Why do we need Hadoop streaming? Rem
Define the term name node and data node. Rem
Write down the advantages of Hadoop. Rem
What is data locality optimization in big data systems? Rem
What if writable were not there in Hadoop? Rem
How HDFS services support Big Data? Rem

State the types of Hadoop file formats. Rem

© © N o 0o k~ w Db

Define HDFS. Rem

[EEN
o

What is MapFile? Rem

[EEN
=

Rem

Und

Define the term Name node and Data node.

4
4
4
4
4
4
4
4
4
4
4
4

N NN NN DD NN NN NN DD DN

[N
N

Compare row-based and column-based data storage formats in
Hadoop.
What is Avro used for in Hadoop? Rem

Define serialization. Rem

What is Cassandra and its uses? Rem
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PART B
What is Hadoop streaming? Explain the concept by using the

diagram.

Explain in detail about the Hadoop I/0O works with an example and
explain its practical applications in real world scenarios.

With a neat sketch explain Hadoop distributed file system
Architecture.

Demonstrate Hadoop pipes and serialization in Hadoop.
Describe in detail about Avro with an example.

Analyze the role of Cassandra in big data applications and examine
how its functions address the challenges of scalability, availability,
and fault tolerance.

Use the concepts of HDFS in Hadoop using the Java interface and
illustrate how file operations (read, write, copy) can be performed on
HDFS.

Compare a robust and scalable data storage solution for a large-scale
e-commerce application using HDFS with a neat diagram
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UNIT V
HADOOP RELATED TOOLS

Hbase — data model and implementations — Hbase clients — Hbase examples — praxis. Pig — Grunt —
pig data model — Pig Latin — developing and testing Pig Latin scripts. Hive — data types and file
formats — HiveQL data definition — HiveQL data manipulation — HiveQL queries.

Q.No Question CO BTL Marks

PART A

Define HBase in the context of big data systems.

Recall the features of Hbase.

Mention the limitations of Hbase.
Infer the differences between HBase and Hive with examples.

Differences between HBase and a Relational Database.

List the features of Hive.

State Pig in the context of Hadoop.

Compare HBase and Hive in the context of Hadoop.
List out the types of built in operators in Hive.

What are the CRUD operations in the context of databases?

What is Zookeeper?
Give some examples for HBase.
Write a short notes on data model of Hbase.

List down the Hive DDL and DML commands.
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PART B
Explain in detail about Hbase data model and Hbase clients to
design a schema for a real-time analytics application for time-
series data.

Outline in detail about Pig data model.

Examine the role of Pig Latin scripts in Big Data processing and
how they simplify complex MapReduce tasks compared to
traditional Hadoop programming.

Implement the HiveQL queries (Insert, Update and Delete).

Analyze in detail about Hive data types and file formats.

Demonstrate the Hive architecture and how it leverages the
Hadoop Distributed File System (HDFS) for data storage and
MapReduce for data processing with a neat diagram

Compare Pig Latin and HiveQL in terms of data processing
approach, performance, ease of use, and learning curve.

Examine the internal working of Hive query execution
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BUSINESS ANALYTICS
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UNIT |
INTRODUCTION TO BUSINESS ANALYTICS

Analytics and Data Science — Analytics Life Cycle — Types of Analytics — Business Problem
Definition — Data Collection — Data Preparation — Hypothesis Generation — Modeling — Validation
and Evaluation — Interpretation — Deployment and Iteration

Question BTL Marks

PART A
Define Analytics.
List the four types of analytics.
Differentiate between descriptive and predictive analytics
List any two objectives of business problem definition in analytics.
State the role of data preparation in the analytics lifecycle.
Mention any two methods of data collection in analytics.
Differentiate between structured and unstructured data.

State two challenges in model validation.

1.
2.
3.
4,
5.
6.
7.
8.
9.

State the difference between training data and test data.

'—\
©

List the types of Hypothesis.

'—\
=

List the steps in Hypothesis Testing.

'—\
N

Define ANOVA

[EEY
w

List the types of Data Interpretation.
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Outline the iteration in the analytics lifecycle.
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15.  State the difference between training data and test data.

PART B
Explain in detail about Business Analytics Lifecycle.

Elaborate about Data Collection.
Briefly explain about the types of Data Interpretation

Summarize the steps involved in Data Preparation Process and
explain in detail.

List out the types of Analytics and explain in detail.

Compare and contrast various model validation techniques. Give
examples.

Describe the process of hypothesis generation. How is it validated in
practice?

Criticise how data science contributes to strategic business decision-
making.
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UNIT N
BUSINESS INTELLIGENCE

Data Warehouses and Data Mart - Knowledge Management —Types of Decisions - Decision Making
Process - Decision Support Systems — Business Intelligence —OLAP — Analytic functions

Question BTL Marks

PART A
Define a Data Warehouse.
Define Data Mart.
List any two characteristics of a Data Warehouse.

Distinguish between OLTP and OLAP.

State the purpose of Knowledge Management.

Define strategic decisions. Give an example.
Outline the decision-making process.

Mention two components of DSS.
Differentiate between data and information.

State the core components of Business Intelligence.

List any two applications of Business Intelligence.
Define an analytic function in SQL.

List two benefits of using a Data Mart.

Outline the role of Knowledge Workers.

State any two types of OLAP systems.
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PART B
Compare and contrast Data Warehouses and Data Marts with
examples.

Analyze the different types of decisions made in organizations.
Evaluate the components and working of a Decision Support System.

Evaluate the role of Knowledge Management in organizational
decision-making.

Discuss the stages in the decision-making process with a practical
scenario.

Explain the architecture, operations, and benefits of OLAP systems.

Examine the trends and challenges in implementing Data
Warehouses in modern enterprises.
Assess how Business Intelligence tools support decision-making in

healthcare.
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UNIT M1
BUSINESS FORECASTING

Introduction to Business Forecasting and Predictive analytics - Logic and Data Driven Models —Data
Mining and Predictive Analysis Modelling —Machine Learning for Predictive analytics.

Question

PART A
Define Business Forecasting
Define Predictive analytics.

List any two applications of business forecasting.

Differentiate between qualitative and quantitative forecasting
methods.

w W w w
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List the key components of a forecasting model.

Mention two benefits of predictive analytics in business.
Define data-driven model.

List the role of machine learning in predictive analytics.
Outline the Overfitting in machine learning models.

List two types of machine learning techniques.

State two difference between classification and regression.
Illustrate one business use-case of predictive analytics.

State the importance of training data in ML models.

W W W W W W W W W w
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Give an example of time series forecasting.
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15 statethe purpose of cross-validation.

PART B

Explain the importance, process, and techniques involved in business
forecasting.

Analyze the differences between logic-driven and data-driven models
with examples.

Compare and contrast qualitative vs quantitative forecasting methods.

Analyze how machine learning algorithms improve forecasting
accuracy.

Compare supervised, unsupervised, and reinforcement learning with
use cases.

Discuss the integration of machine learning into enterprise

forecasting systems.

Apply decision trees and logistic regression to solve a classification
problem.

Illustrate a business problem solved using data mining techniques.
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UNIT IV
HR & SUPPLY CHAIN ANALYTICS

Human Resources — Planning and Recruitment — Training and Development - Supply chain network
- Planning Demand, Inventory and Supply — Logistics — Analytics applications in HR & Supply
Chain - Applying HR Analytics to make a prediction of the demand for hourly employees for a
year.

Question

PART A

Define Human Resource Planning.

Mention two internal sources of recruitment.
List any two objectives of training.

Define supply chain management.

Give examples of supply chain entities.

State the importance of inventory planning.
Outline demand forecasting in supply chains.

List two benefits of HR analytics.

1.
2.
3.
4.
5.
6.
7.
8.
9.

Define Predictive analytics in HR.

H
©

Explain the term “hourly employees”.

H
=

State any two KPIs used in supply chain analytics.

H
N

Define workforce planning.

[EEY
w

Give an example of HR forecasting.
App

'—\
=

Illustrate a use case of analytics in employee turnover.
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List the type of data is needed to forecast hourly employee demand.
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PART B
Discuss the steps involved in an effective training and development
program.

Evaluate the impact of recruitment strategies on organizational
performance.

Analyze the key components and functions of a supply chain
network.

Examine the relationship between demand forecasting and supply
planning.

Evaluate the role of inventory control in supply chain efficiency.

Discuss the challenges and solutions in supply chain logistics using
real-world examples.

Create a data model to forecast the demand for hourly employees
over a year.

Build a dashboard layout for monitoring employee attendance and
turnover.
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UNIT V
MARKETING & SALES ANALYTICS

Marketing Strategy, Marketing Mix, Customer Behaviour —selling Process — Sales Planning —
Analytics applications in Marketing and Sales - predictive analytics for customers' behaviour in
marketing and sales.

1.
2.
3.
4.
5.
6.
7.
8.
9.

e =
A

Question

PART A

Define marketing strategy.

List the 4 Ps of marketing mix.

Define the role of pricing in marketing mix.
Distinguish between customer needs and wants.
Explain the term “predictive analytics” in marketing.
Define the purpose of sales forecasting.

List two stages of the personal selling process.

Give an example of a promotional strategy.

Illustrate a situation where sales analytics is used.
State the role of CRM in sales planning

State two tools used in marketing analytics.

Give one example of how predictive analytics is used in customer
retention.

Mention two KPIs used in sales analytics.
List down the applications in marketing and sales.

Limitations of sales Analytics.

oo o1t o1t or or o1 O o1 o1 o1 o1 O

BTL Marks
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PART B
Discuss the key stages involved in the selling process.

Describe the steps in developing a sales plan for a product launch.

Analyze the role of each element in the marketing mix with
examples.

Compare and contrast the buying behavior of B2B and B2C
customers.

Apply the marketing mix framework to a digital product of your
choice.

Illustrate how customer analytics can improve conversion rates.

Evaluate the ethical concerns in using customer data for prediction.

Compare traditional marketing strategies with data-driven strategies.
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UNIT I
CLOUD ARCHITECTURE MODELS AND IFRASTRUCTURE

Architecture: System Models for Distributed and Cloud Computing — NIST Cloud Computing
Reference Architecture — Cloud deployment models — Cloud service models; Cloud Infrastructure:
Architectural Design of Compute and Storage Clouds — Design Challenges.

Q.No Question CO BTL Marks

PART A

Identify why “cloud computing is considered as Internet-based
computing”.

List out the characteristics of cloud computing.

State on-demand functionality.How is it provided in cloud
computing?

Differentiate public and private cloud.

Summarize the benefits and drawbacks of using “Platform as a
Service”.

State the role of cloud consumer in NIST reference architecture.
Infer the concept of elasticity in cloud computing.
State the function of Cloud Broker in NIST architecture.
Compare laaS and PaaS service models in cloud computing.
Recite the limitations of cloud deployment models.

State the importance of interoperability in cloud computing
environments.

Define resource pooling in cloud infrastructure.
Give examples of cloud platform offering SaaS services.

Distinguish between compute cloud and storage cloud.

Interpret how cloud computing supports scalability and fault
tolerance.
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PART B
Compare and contrast the NIST Cloud Computing Reference
Architecture with traditional client-server architecture.Highlight the
functional roles of each component.

Analyze the system models used in distributed and cloud computing
environments.How does these models influence system scalability
and fault tolerance.

Compare different cloud deployment models and assess their
suitability for enterprise-level applications.

Illustrate the architecture of a compute cloud using a layered diagram
and explain the interaction between its components.

Examine the key design challenges in cloud infrastructure related to

scalability, energy efficiency, and security.

Explain the significance of NIST’s Cloud Computing Reference
Architecture in standardizing cloud services. Provide examples for
each major actor.

Explain how cloud computing be applied to improve the management
of IT infrastructure.

A company sells a variety of product in their store. The seller decides
to extend the service through online mode to target customers across
the country. Suggest and elaborate the appropriate deployment model
and service model required to set up a cloud environment in the
company’s site. Also, design the architecture for the same.
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UNIT 11
VIRTUALIZTION BASICS

Machine Basics — Taxonomy of Virtual Machines — Hypervisor — Key Concepts — Virtualization
structure — Implementation levels of virtualization — Virtualization Types: Full Virtualization — Para
Virtualization — Hardware Virtualization — Virtualization of CPU, Memory and 1/O devices.

Q.No Question CO BTL Marks

PART A

Define virtualization.

List the types of virtualization.

State two functions of hypervisor.

List the advantages of using virtual machines.

Identify the key features that distinguish virtual machine from a
physical machine.

Infer the benefits of virtualization in the context of cloud computing.

Define virtual network.

Distinguish between para virtualization and full virtualization.

State the challenges to cloud computing in OS level virtualization.
State the benefits of network virtualization.

Distinguish between system and process virtual machines.
Compare Type 1 and Type 2 hypervisors with an example.
Illustrate the working of a hypervisor in a virtualized environment.

Infer the role of a Virtual Machine Monitor (VMM).
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Differentiate between OS-level and hardware-level virtualization.
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PART - B
Differentiate between full virtualization, para virtualization, and
hardware-assisted virtualization with suitable diagrams.

Evaluate the different implementation levels of virtualization and
discuss their impact on system performance.

Demonstrate the process of memory virtualization with a layered
architectural diagram.

Assess the role of CPU, memory, and 1/0O device virtualization in
enhancing cloud infrastructure.

Describe in detail the different types of virtualization with examples.
Bring out the advantages and disadvantages of each and scenarios
where they can be used.

Describe the architecture of hardware-level and [SA-level
virtualization and identify the differences between them using real-
world systems as examples.

Explain the following challenges in cloud.
i) Security

if) Data lock in and standardization

iii) Fault tolerance and disaster recovery

Construct a virtualized system architecture for a small enterprise.
Propose a suitable mix of virtualization types and justify your
choices based on performance, cost, and scalability.

UNITED INSTITUTE OF TECHNOLOGY J¥




UNIT 111
VIRTUALIZATION INFRASTRUCTURE AND DOCKER

Desktop Virtualization — Network Virtualization — Storage Virtualization — System-level of
Operating Virtualization — Application Virtualization — Virtual clusters and Resource Management —
Containers vs. Virtual Machines — Introduction to Docker — Docker Components — Docker
Container — Docker Images and Repositories.

Question CO BTL Marks

PART A
Define desktop virtualization.
List out the benefits of desktop virtualization.
State the concept of network virtualization.

Interpret how network virtualization enables better traffic
management.

Identify types of storage virtualization.
Infer how storage virtualization improves scalability.

Recall the purpose of OS-level virtualization.

Summarize the process of application virtualization.
Compare containers and virtual machines based on performance.
State two key differences between containers and VMs.

Define Docker in the context of containerization.
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State the advantages of resource management in a virtual
environment.

List the major components of the Docker architecture.
State the function of Docker Engine.

Differentiate between Docker images and containers.
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PART B
Explain the concept of desktop virtualization. Discuss its types and
illustrate with a real-world scenario.

Compare and contrast desktop virtualization with traditional desktop
environments in terms of management, security, and cost-
effectiveness.

Illustrate how network virtualization works. Analyze its role in
modern data centers with suitable examples.

Explain the architecture and working of storage virtualization.
Differentiate between block-level and file-level virtualization.

Explain the implementation of system-level OS virtualization.
Compare it with full OS virtualization using appropriate diagrams.

Examine the concept of application virtualization. Demonstrate how
it can be used to improve software deployment and maintenance.

Describe the architecture of Docker and its key components like
Docker Engine, CLI, and Daemon. Explain how Docker differs from
traditional VM based deployments.

Explain the lifecycle of a Docker container. Illustrate how Docker
images are created, stored, and shared using Docker Hub or private
repositories.
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UNIT IV
CLOUD DEPLOYMENT ENVIRONMENT

App Engine — Amazon AWS — Microsoft Azure; Cloud Software Environments — Eucalyptus — OpenStack.

Q.No Question CO BTL Marks

PART A
Define Google App Engine and its purpose.

List any two features of Google App Engine.
Interpret how Google App Engine handles scalability.
Mention two core services provided by AWS.
Summarize the use of S3 in cloud applications.

Classify AWS services into compute, storage, and database
categories.

Distinguish between Azure Functions and Azure Virtual Machines

Illustrate how Microsoft Azure supports hybrid cloud deployments.

State the concept of Azure Resource Manager (ARM).

List any two open-source cloud platforms.

Define cloud orchestration in the context of cloud environments.
Infer the role of APIs in cloud environments.

Interpet how Eucalyptus supports AWS compatibility.

List any two OpenStack services and their functions.
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Compare OpenStack and Eucalyptus in terms of scalability and use
case.
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PART B
i)Explain the architecture and key features of Google App Engine.

ii)Demonstrate how to deploy a web application using Google App
Engine with a relevant example.
Evaluate how AWS supports scalability, fault tolerance, and elasticity
for enterprise cloud applications.

Compare the service models and deployment strategies supported by
Microsoft Azure with other major cloud platforms.

Illustrate the storage structure of S3 bucket with neat sketch and write
rules in order to make the bucket available for public access.

Explain in detail the structure of Openstack and explain each of its
components.

i) Differentiate between proprietary and open-source cloud software
environments with suitable examples.

i) Explain the role of cloud software environments in enabling laaS
and PaaS services.

Discuss the role of Eucalyptus in enabling hybrid cloud deployments
and workload portability between private and public clouds.

Analyse the strengths and challenges of implementing OpenStack in a
hybrid cloud infrastructure.
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UNIT V
CLOUD SECURITY

Virtualization System-Specific Attacks: Guest hopping — VM migration attack — hyperjacking. Data Security
and Storage; Identity and Access Management (IAM) - IAM Challenges - IAM Architecture and Practice.

Q.No Question CO BTL Marks

PART A
Define guest hopping in a virtualized environment.
Identify the main goal of a VM migration attack.
Show how hyperjacking compromises virtual machines.

Distinguish between guest hopping and hyperjacking.

List any two methods for securing data in cloud storage.
State the concept of data-at-rest and data-in-transit.
Summarize the steps involved in launching a guest hopping attack.

State two key challenges in data storage security.

© © N o ok~ W hPE

Indicate the different cloud security services.

H
©

Compare centralized and decentralized storage security models.

H
=

Demonstrate how encryption enhances data security in storage.
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™

Define Identity and Access Management.

H
w

State two common 1AM challenges in cloud environments.

H
s

Infer the role of single sign-on (SSO) in IAM.
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Differentiate between authentication and authorization in IAM.
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PART B
Analyze the concept of guest hopping in virtualized systems. How
does it occur, and what countermeasures can be applied?

Evaluate the potential impact of VM migration attacks on cloud
infrastructure. Discuss detection and prevention techniques.

Explain the threat posed by hyperjacking in a virtualized
environment. How can such attacks be mitigated using secure
hypervisors?

Explain the core principles of data security in virtualized cloud
environments. How do encryption and access control contribute to
secure storage?

i) Compare and contrast traditional on-premise data storage security
and cloud-based storage security.

ii) Describe a data protection framework for a cloud storage system
that handles sensitive customer data.

Deduce the need for backup, replication, and redundancy in cloud
data storage. How do these mechanisms support security and
availability?

Analyze the architecture of an ldentity and Access Management
(IAM) system. How does it enforce security across cloud platforms?

Devise an IAM policy for a large organization hosting services on a
hybrid cloud. Include roles, permissions, and access control
principles.
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INTRODUCTION TO WOMEN AND GENDER STUDIES
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UNIT I
CONCEPTS

Sex vs. Gender, masculinity, femininity, socialization, patriarchy, public/ private, essentialism,
binaryism, power, hegemony, hierarchy, stereotype, gender roles, gender relation, deconstruction,
resistance, sexual division of labour.

Question BTL Marks

PART A
Differentiate between sex and gender with suitable examples.
Explain the societal construction of gender identity.
Differentiate between masculinity and femininity.
Describe the concept of gender socialization in human development.

Define patriarchy with an example.

Distinction between public and private spheres within the context of
gender studies.

Definition of essentialism in relation to gender.
Explain binaryism with a gender-related example
Explain the concept of hegemony.

Define power in the context of gender relations.
Describe the meaning of gender roles.

Define stereotype and give a gender-related example.
Define sexual division of labour.

Explain the concept of gender hierarchy.

N = = T = T = == Y SN S
NN NN NN NN

Explain the term ‘resistance’ in the context of gender oppression.
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PART B
Explain the difference between sex and gender with suitable
examples and sociological relevance.

Discuss the concept of patriarchy and its impact on gender roles in
private and public spaces.

Analyze the process of gender socialization and how it influences
masculinity and femininity.

Critically examine the concept of essentialism and binaryism in
gender theory.

Describe the role of stereotypes in shaping gender identities. Give
examples from media, culture, or education.

Explain the concept of hegemony with reference to gender and power
relations.

Explain the concept of sexual division of labour with reference to
domestic and workplace contexts.

Describe the concepts of deconstruction and resistance in
understanding gender inequality.
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UNIT Il
FEMINIST THEORY

Liberal, Marxist, Socialist, Radical, Psychoanalytic, postmodernist, ecofeminist.

Q.No

1.
2.
3.
4.
5.
6.
7.
8.
9.

T
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Question

PART A

Define Liberal Feminism.

Name any two key ideas of Marxist feminism.

State the main focus of Socialist Feminism.

List any one difference between Radical and Liberal Feminism.

Define the term "Patriarchy" in the context of Radical Feminism.

Describe the contribution of Simone de Beauvoir to feminist theory.

Write a short note on Psychoanalytic Feminism.

Explain the meaning of Postmodernist Feminism.

Define Ecofeminism in two lines

List any two key figures associated with Radical Feminism.

Outline the Marxist feminist perspective on capitalism and gender
oppression.

Define one critique of Liberal Feminism.

Examine the relationship between class and gender in Socialist
Feminism.

How does Ecofeminism connect environmental concerns with
women's issues?

Discuss the role of language in Postmodern Feminist theory.

N DD DD NN DD DD DD NN NP

BTL

Marks

N DD DD NN DD DD DD NN NDDN

UNITED INSTITUTE OF TECHNOLOGY




PART - B
Compare and contrast Liberal and Radical Feminism. Discuss their
views on patriarchy, equality, and social change.

Explain the key arguments of Marxist Feminism. How does it link
capitalism and women’s oppression?

Analyze the core ideas of Socialist Feminism. How does it combine
class and gender struggle?

Discuss the contributions of Psychoanalytic Feminism to
understanding women’s identity and sexuality.

What is Postmodern Feminism? Explain how it critiques
essentialism and embraces multiplicity of identities.

Examine the principles of Ecofeminism. How does it relate nature,
ecology, and feminist ethics?

Trace the evolution of feminist theory across different waves
focusing on the shift from liberal to postmodernist.

Compare any three feminist theories (e.g., Marxist, Psychoanalytic,
Ecofeminist) with reference to their objectives.
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UNIT 111
WOMEN’S MOVEMENTS: GLOBAL, NATIONAL AND LOCAL

Rise of Feminism in Europe and America. Women’s Movement in India.

Question BTL Marks

PART A
Define feminism.
State the significance of the Seneca Falls Convention.
Name any two first-wave feminist leaders in Europe.
Identify the main focus of second-wave feminism.
Name the author of The Second Sex and explain its importance.
Mention one major demand of the first-wave feminists in America.

Mention the role of Betty Friedan in the American feminist
movement.

List the role of Mary Wollstonecraft in early feminism.

Differentiate between liberal and radical feminism.
Name two Indian women reformers from the colonial period.

Mention the Indian law that criminalized sati along with the year of
enactment.
Highlight the contributions of Savitribai Phule to women’s education.

Name any two organizations involved in the Indian women’s
movement post-1975.

Discuss the importance of the Mathura rape case in Indian feminist
history.

Mention one goal of the National Commission for Women in India.
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PART B
Discuss the major phases of the feminist movement in Europe and
America.

Examine the role of key figures like Wollstonecraft, Beauvoir, and
Friedan in shaping feminism.

Trace the historical evolution of the women’s movement in India
from the colonial period to now.

Compare and contrast the feminist movements in the West and in
India.

Analyze the impact of legislation on women’s rights in India with
key laws.

Critically evaluate the contributions of grassroots/autonomous
women’s groups in India.

Explain how global feminist ideas were adapted in the Indian
context.

Discuss the challenges and achievements of the Indian women’s
movement in the 21st century.
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UNIT IV
GENDER AND LANGUAGE

Linguistic Forms and Gender. Gender and Narratives.

Question

PART A

Define gendered language with an example.

Define the terms “marked” and “unmarked” forms in gendered
linguistic structures.

Find one example of a gender-neutral pronoun.

Introduce Judith Butler and describe her contribution to gender and
language theory.

Differentiate between grammatical gender and social gender.

Relate one way in which women’s speech patterns are said to differ
from men’s, according to sociolinguistic studies.

Explain the significance of the term “androcentric language.”
Define the concept of “linguistic sexism”.
Provide the meaning of the term “inclusive language.”

Tell one language that heavily relies on grammatical gender and
one that does not.

Discuss the influence of narrative voice on the representation of
gender.

Describe the concept of “feminist narratology.”

Examine the role of language in performing gender according to
poststructuralist theory.

Define one critique feminist theorists have about traditional
storytelling structures.

Tell one example of how a literary text challenges traditional
gender roles through its narrative.
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PART B
Explain how linguistic structures reflect and reinforce gender
ideologies in society. Use relevant theories and examples.

Demonstrate the concept of gender performativity through
language. How does language construct gendered identities?

Analyze the role of gender in narrative perspective. How does the
gender of the narrator or focalizer shape the story?

Show how do gendered narratives differ in classical literature and
contemporary feminist texts? Provide comparative examples.

Explain the challenges and strategies involved in creating gender-
inclusive language in different cultural and linguistic contexts.

Summarise the impact of language reforms on gender equality.

Illustrate how power dynamics between genders are embedded in
and reproduced through narrative forms. Support your answer with
literary or media examples.

Extend the contribution of feminist narratology to our understanding
of storytelling and voice. How does it change our interpretation of
texts?
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UNIT V
GENDER AND REPRESENTATION

Advertising and popular visual media.

Question BTL Marks

PART A
Define advertising.
Explain the role of a tagline in advertising.
Mention two types of advertising media.

Define visual media.

Differentiate between print media and digital media.
Describe the concept of consumer behavior.
Define brand identity.

Define the term jingle in the context of advertisements.

1.
2.
3.
4.
S.
6.
7.
8.
9.

Name two ethical issues in advertising.

H
©

Provide the meaning of subliminal advertising.

H
=

Define pop culture.

H
N

Illustrate the concept of viral marketing.

H
w

List two elements of a TV commercial.

'—\
=

Define media convergence.
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Explain the AIDA model used in advertising.
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PART B
Describe Auto encoders. Explain Learning with Autoencoders: Loss
Functions and Training.

Explain in detail the Generative adversarial networks. Differentiate
Variational Autoencoders (VAES) vs. Generative Adversarial
Networks (GANS)

Write in detail about Undercomplete Autoencoders and their
Applications.

Explain Regularized Autoencoders. Write Types and Benefits.

Explain in detail the Stochastic Encoders and Decoders in
Autoencoders.

Elaborate on Variational Autoencoders (VAES). Explain the concept
of latent space, KL divergence, and reparameterization trick.

Discuss the architecture and training process of Generative
Adversarial Networks (GANSs). What is the role of the generator and
discriminator?

Analyze the similarities and differences between Variational
Autoencoders (VAEs) and Generative Adversarial Networks (GANS)
as deep generative models.
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